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Background: Since the advent of modern policing, technological
innovations in communication and information management have
significantly shaped investigative practices and crime detection
strategies.

Aims: The current research study explores the transformative role
of Artificial Intelligence in modern crime detection and prevention
across diverse domains including cybercrime, environmental
crime, financial fraud, and urban surveillance.

Methodology: Employing a qualitative meta-synthesis
methodology, the research critically examines peer-reviewed
literature published between the years 2015 and 2025 to identify
emerging trends, technological innovations, and socio-legal
implications associated with Al-driven policing.

Findings: The key findings highlight the integration of machine
learning, computer vision, and natural language processing
techniques into the predictive and real-time law enforcement
systems. These technologies have demonstrably enhanced the
accuracy, efficiency, and responsiveness of crime prevention
strategies. However, the current study also reveals significant
challenges, including algorithmic bias, lack of transparency, and
inadequate regulatory oversight, particularly in socially stratified
or underregulated contexts.

Conclusion: The current article underscores the necessity of
embedding explainability, accountability, and human oversight
into Artificial Intelligence systems to ensure the ethical and
equitable implementation of Al-driven policing systems.

Cite this article: Salehi K, Habib Zadeh Khiyaban S, Sabbar S. (????). “Atrtificial Intelligence and

Crime Detection:

A Critical

Review”. Cyberspace Studies. ?(?): 1-17. doi:

https://doi.org/10.22059/jcss.2025.402206.1179.

QO

Creative Commons Attribution-NonCommercial 4.0 International License
Website: https://jcss.ut.ac.ir/| Email: jcss@ut.ac.ir |

EISSN: 2588-5502

Publisher: University of Tehran



mailto:simin.habibzadeh1969@gmail.com
https://orcid.org/0009-0007-1707-8014
https://orcid.org/0009-0007-1707-8014
https://doi.org/10.22059/jcss.2025.402206.1179
http://creativecommons.org/licenses/by-nc/4.0/
https://jcss.ut.ac.ir/
mailto:jcss@ut.ac.ir

Cyberspace Studies, Vol ?, No ?, 2?2?27

2 Artificial Intelligence and Crime Detection: A Critical Review

1. Introduction

Since the advent of modern policing, technological innovations in
communication and information management have significantly shaped
investigative practices and crime detection strategies. The incorporation
of the telegraph in the 19th century revolutionized inter-jurisdictional
communication, enabling faster transmission of criminal intelligence
and suspect descriptions. By the early 20th century, the adoption of two-
way radios allowed real-time coordination between officers and
dispatch centers, fundamentally altering the temporal dynamics of
police response (Manning, 2008). These innovations laid the
groundwork for the eventual digitization of law enforcement
operations, including the implementation of databases for criminal
records, forensic evidence management systems, and Geographic
Information Systems (GIS) for spatial crime analysis. As policing
institutions adapted to the increasing complexity of urban life and
organized crime, digital communication tools became essential for
evidence sharing, case management, and interagency collaboration.
However, the rapid digitalization of society in the 21st century, coupled
with the exponential growth of data generation, has far outpaced the
capacity of conventional policing technologies to manage and interpret
relevant information effectively.

This technological gap has become particularly salient in the context
of new forms of crime that exploit the affordances of digital
infrastructure. Cybercrime, financial fraud, environmental crime, and
terrorism often operate through transnational networks that utilize
encryption, anonymity tools, and digital currencies, thereby evading
traditional investigative reach (Leukfeldt & Holt, 2020). Moreover, the
increasing reliance on surveillance systems, body-worn cameras, and
social media analysis has generated vast amounts of unstructured data
that require rapid interpretation (Rahmatian & Sharajsharifi, 2022).
Conventional investigative models— based on linear workflows,
manual data analysis, and human pattern recognition— are insufficient
in processing the velocity, volume, and variety of modern crime data.
The reactive nature of many existing crime detection methods limits
their utility in preemptive policing or in responding to rapidly evolving
threats. As crime becomes more decentralized, adaptive, and
technologically mediated, the necessity for advanced, automated, and
intelligent systems to assist in crime detection becomes undeniable
(Brantingham et al., 2018).

Acrtificial intelligence has emerged as a transformative force in this
domain, offering new modes of automating and augmenting
investigative processes. Al applications in policing include, but are not
limited to, predictive analytics for identifying crime hotspots, facial and
license plate recognition for suspect tracking, natural language
processing for threat assessment on social media, and anomaly
detection in surveillance video feeds (McCue, 2020). Through machine



Salehi K, Habib Zadeh Khiyaban S, Sabbar S. 3

learning algorithms trained on large-scale datasets, Al can uncover
complex patterns and correlations that would be inaccessible to human
analysts. These capabilities are particularly valuable in high-density
urban areas, where real-time data integration and decision-making can
mean the difference between prevention and escalation. Research has
shown that Al-enhanced systems can significantly improve both the
speed and accuracy of crime detection, contributing to more efficient
resource allocation and targeted interventions (Babuta & Oswald,
2020). However, these advances are not without controversy. Concerns
surrounding algorithmic opacity, racial and socioeconomic bias, data
privacy, and the erosion of civil liberties have provoked debates about
the legitimacy and governance of Al in policing. These challenges
necessitate a critical examination of both the technological potentials
and the socio-legal risks of Al in law enforcement.

This study conducts a qualitative meta-synthesis of scholarly and
technical literature published between 2015 and 2025 to investigate the
role of Al in contemporary crime detection. The analysis encompasses
diverse domains, including urban surveillance, cybercrime mitigation,
environmental protection, and financial crime investigation. In doing
so, the study identifies key technological trends— such as the use of
deep learning for video analytics, spatio-temporal modeling for crime
forecasting, and natural language processing for online threat detection.
Beyond technical applications, the study critically engages with the
ethical, legal, and operational implications of Al integration, paying
particular attention to the uneven regulatory landscapes and the
potential for disproportionate surveillance of vulnerable populations.
The goal is not only to map the current state of Al in policing but also
to interrogate its broader societal impact. By synthesizing empirical
findings, conceptual models, and critical perspectives, the research
provides a foundation for informed policymaking, ethical innovation,
and sustainable deployment of Al technologies in public safety
infrastructures.

2. Methodology

This study employs a qualitative meta-synthesis methodology to
explore the current landscape, technological applications, and socio-
legal implications of artificial intelligence in crime detection and
prevention. A purposive sampling strategy guided the selection of
literature, targeting peer-reviewed academic articles, technical reports,
and proceedings published between 2015 and 2025. Sources were
identified through systematic searches across major scholarly databases
including IEEE Xplore, Scopus, Web of Science, and Google Scholar,
using keywords such as “Al in policing”, “crime prediction”,
“surveillance”, and “machine learning in law enforcement”. Inclusion
criteria emphasized methodological transparency, relevance to Al-
based policing practices, and thematic focus on specific domains such
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as urban surveillance, cybercrime, environmental crime, and financial
fraud. Articles were excluded if they lacked empirical or conceptual
rigor or failed to address either technological mechanisms or social
consequences. The final corpus consisted of 30 high-quality
publications that reflected a diverse range of Al applications, contexts,
and critical perspectives. These documents served as the basis for an
integrative thematic analysis aimed at synthesizing patterns, identifying
key innovations, and critically assessing normative tensions.

Analytical procedures followed a multi-phase coding framework.
First, each selected document was reviewed to extract data on its
research objectives, Al methods (e.g., deep learning, natural language
processing, anomaly detection), crime domains, data sources, and key
findings. Second, inductive coding was applied to uncover recurring
themes, including technical performance metrics, ethical concerns,
legal considerations, and societal impacts. This process was supported
by qualitative data analysis software (e.g., NVivo) to ensure systematic
categorization and traceability. Thematic clusters were then compared
across studies to identify convergences and divergences in
technological efficacy, operational scalability, and governance
challenges. Special attention was paid to studies that incorporated
explainable Al, participatory design, or policy-oriented frameworks.
Through this meta-synthesis, the research sought to develop a nuanced
understanding of how Al is operationalized in law enforcement, how it
reshapes institutional practices, and what safeguards are required for its
responsible deployment. This approach enables the generation of
evidence-informed insights that are both technologically grounded and
normatively critical.

3. Findings
Drawing from a diverse corpus of empirical and conceptual studies
published between 2015 and 2025, this section presents thematic
insights into how Al technologies are being operationalized across
various domains of law enforcement. The selected studies span a range
of methodologies, contexts, and crime types— including cybercrime,
environmental violations, financial fraud, and urban surveillance—
highlighting the breadth of Al integration in public safety infrastructure.
Common patterns identified include the use of machine learning for
predictive analytics, natural language processing for social media
monitoring, and computer vision for real-time surveillance. In addition
to technical efficacy, the studies also expose critical issues such as
algorithmic bias, data governance challenges, and the lack of
standardized ethical frameworks. The paragraphs that follow synthesize
these findings across multiple dimensions, focusing on both the
functional contributions of Al systems and the socio-legal complexities
surrounding their deployment in contemporary policing environments.
Tayal et al. (2015) proposed a modular approach to crime detection



Salehi K, Habib Zadeh Khiyaban S, Sabbar S. 5

and criminal identification in Indian cities by leveraging data mining
techniques on unstructured crime datasets. Their system was designed
around six interconnected modules: data extraction, data preprocessing,
clustering, Google Map-based visualization, classification, and
implementation using the WEKA® software suite. The data extraction
module sourced crime data from various online repositories covering
the period from 2000 to 2012. This was followed by a preprocessing
stage, which standardized and refined the data into a structured dataset
comprising 5,038 crime instances characterized by 35 predefined
attributes. The crime detection process employed k-means clustering to
group similar crimes into two primary clusters, aiding in pattern
recognition and trend analysis. To enhance interpretability, results were
visually represented using Google Maps. For criminal identification
and predictive classification, the study utilized the K-Nearest
Neighbors (KNN) algorithm, while validation of the clustering output
was conducted through WEKA®, yielding high accuracy rates of
93.62% and 93.99% for the respective clusters. The integration of
clustering and classification techniques demonstrated the potential for
improving investigative processes and reducing crime rates by enabling
more informed and efficient responses from law enforcement agencies.
The study thus highlighted the utility of data mining as a practical
framework for supporting crime analytics and public safety in the
Indian context.

Butt et al. (2021) proposed a spatio-temporal crime prediction
framework aimed at enhancing public safety in smart cities through the
integration of artificial intelligence and urban surveillance
infrastructure. The study focused on identifying high-risk crime zones
and forecasting crime incidence using both spatial and temporal data.
To detect crime hotspots, the authors applied the Hierarchical Density-
Based Spatial Clustering of Applications with Noise (HDBSCAN)
algorithm, which outperformed conventional clustering techniques in
managing noisy and non-linear data. For temporal crime forecasting
within these identified zones, the Seasonal Auto-Regressive Integrated
Moving Average (SARIMA) model was employed. This dual-model
approach was tested on a decade's worth of crime data (2008-2017)
from New York City. Evaluation was conducted using an 80:20
training-to-testing data split, with performance measured through Mean
Absolute Error (MAE). Results showed a substantial improvement in
predictive accuracy, with the proposed HDBSCAN-SARIMA model
achieving an average MAE of 11.47, significantly outperforming a
DBSCAN-based baseline model (MAE 27.03). The study underscored
the practical benefits of incorporating spatio-temporal analytics into
smart city infrastructures, enabling authorities to anticipate crime
patterns and allocate resources proactively. This work contributes to the
development of Al-powered predictive policing tools that are both data-
efficient and actionable in urban safety planning.

&6éé ‘¢ ON ‘¢ [OA ‘saIpms aoedsisghD



Cyberspace Studies, Vol ?, No ?, 2?2?27

6 Artificial Intelligence and Crime Detection: A Critical Review

Shoeibi et al. (2021) developed AIl-Crime Hunter, a multi-
component artificial intelligence platform aimed at detecting and
analyzing crime-related content on Twitter. The system was designed
to address societal threats such as hate speech and terrorist propaganda
by analyzing public tweets through a combination of graph analysis,
metadata examination, natural language processing (NLP), and
machine learning. The platform begins by extracting and maintaining
Twitter data, after which user interactions are examined through graph
analysis to map behavioral connections. A time-series analysis of user
profiles is then conducted to identify behavioral anomalies. Profiles
exhibiting suspicious or abnormal behavior are flagged for further
analysis. In the contextual analysis stage, a binary text classification
model— combining Support Vector Machine (SVM) with Term
Frequency—Inverse Document Frequency (TF-IDF)— is employed to
identify tweets related to criminal content, achieving an accuracy of
88.89%. Subsequently, an aspect-based sentiment analysis is applied to
crime-related tweets using a DistilBERT model paired with a Feed-
Forward Neural Network (FFNN), reaching 80% accuracy. This stage
evaluates whether users express dangerous sentiments— such as
positive opinions toward criminal acts— which could indicate a
potential threat. The platform ultimately generates actionable insights
for law enforcement agencies, supporting early detection and
intervention strategies in digital crime propagation. The study
showcases the value of hybrid Al architectures in mining social media
data for public safety and cybercrime control.

Gopichand et al. (2021) proposed an Al-driven framework aimed at
detecting and mitigating on-road crimes through the integration of
automated surveillance, vehicle identification, and biometric
recognition. Responding to the rising incidence of road-related
offenses, including kidnapping and vehicular crimes, the study
presented a system that leverages traffic cameras and Al models to
detect vehicle number plates in real time. Once a number plate is
identified, the system queries the Regional Transport Office (RTO)
database to retrieve the registered owner's information. In parallel, the
system employs face detection and facial recognition techniques to
match individuals captured by traffic surveillance with existing
biometric records, thereby aiding in suspect identification. This dual-
pronged approach enhances real-time situational awareness for law
enforcement agencies, facilitating immediate intervention. The
proposed solution also supports forensic investigations by providing
traceable identity information linked to vehicular activity. The authors
emphasized the system’s potential to contribute significantly to public
safety, particularly in urban areas where road surveillance infrastructure
is already in place. This work demonstrated how Al and machine
learning technologies can be operationalized for dynamic crime
detection and prevention in transit environments.
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Meena and Joshi (2023) examined the evolving role of Al in the
Indian criminal justice system, focusing on the dual aspects of crime
detection and prevention through the lens of "Al policing”. The study,
rooted in doctrinal analysis, explored the integration of Al technologies
such as facial recognition, video and audio analysis, vehicle
identification, robotic surveillance, and text-based intelligence
processing in policing practices. These tools, supported by predictive
policing algorithms, allow law enforcement agencies to analyze vast
datasets on criminal activities, thereby enabling proactive crime
prevention strategies. The authors acknowledged that such technologies
can significantly enhance investigative capabilities and improve crime
scene analysis. However, the paper also emphasized the critical
challenges surrounding the deployment of Al in the Indian legal
context. Key concerns included algorithmic bias, data inaccuracy, lack
of human oversight, and the potential infringement on constitutional
rights, particularly in a socially stratified society. The study argued that
while Al policing holds significant promise, it poses ethical and legal
risks if not properly regulated. To address these issues, the authors
proposed measures for improving Al accuracy, promoting
transparency, and establishing strong legal frameworks to safeguard
individual rights. The paper concluded that a balanced approach— one
that combines technological innovation with robust legal and ethical
oversight— is essential for realizing the benefits of Al policing within
a fair and accountable criminal justice system in India.

Apene et al. (2024) examined the transition from traditional crime
prevention and detection strategies to advanced Al-driven
methodologies. Through a combination of literature review, local
observation, and analysis of global news sources, the authors assessed
the limitations of conventional methods such as neighborhood watch
programs, random stop-and-search tactics, foot patrols, surveillance
systems, and crime mapping techniques. These approaches were found
to be labor-intensive, reactive, and often inefficient in addressing
modern security challenges. The study highlighted how Al
technologies, particularly machine learning and computer vision, can
enhance the capabilities of law enforcement agencies by enabling
predictive and automated responses to crime. Machine learning models
were recognized for their capacity to analyze large datasets and identify
patterns indicative of potential criminal activity, while computer vision
systems could process visual data from surveillance infrastructure to
detect and respond to suspicious behavior in real time. The authors
advocated for the structured integration of Al into policing practices
and recommended the development of a deep learning-based
framework to optimize crime detection efforts. They further
emphasized the need for ongoing research to refine these technologies
and ensure their effective and ethical application in public safety
contexts.
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Basthikodi et al. (2024) presented an Al-based automated
framework designed to improve crime detection and crowd
management through intelligent surveillance systems. Recognizing the
limitations of manual monitoring— such as time constraints and
susceptibility to human error— the study proposed an integration of Al
and machine learning (ML) technologies to facilitate real-time, data-
driven decision-making. The system centers on Al-enabled CCTV
networks capable of processing both static images and live video feeds
to detect anomalies, recognize patterns, and deliver timely security
threat alerts. Emphasizing both dynamic analysis and operational
efficiency, the framework offers enhanced capabilities in monitoring
public spaces and detecting potential criminal activity. The research
highlights the necessity for substantial investments in technological
infrastructure, as well as the establishment of effective data governance
practices to support deployment. In addition, ethical considerations
surrounding privacy were underscored as essential to the responsible
use of such systems. The implementation of this framework aims to
provide law enforcement and security agencies with a more modern,
accurate, and responsive toolset to manage crowds and preemptively
detect crimes. The study contributes to the growing body of literature
on Al-driven public safety solutions, demonstrating the potential for
intelligent systems to align with contemporary security needs.

Sharma et al. (2024) addressed the complex task of detecting
financial crimes, specifically money laundering, by developing an Al-
based framework that integrates both supervised and unsupervised
machine learning techniques. Presented at the 15th International
Conference on Computing Communication and Networking
Technologies (ICCCNT), the study focused on minimizing human
oversight while improving the precision of suspicious transaction
detection. The proposed system features enhanced data preprocessing
pipelines and an auto-labeling mechanism to facilitate more efficient
training of models using partially labeled or unlabeled financial data.
Anomaly detection algorithms were employed to identify atypical
transaction patterns that may indicate fraudulent activity. A key
emphasis of the research was reducing false positives, a persistent
challenge in financial crime detection, in order to ensure more
actionable and trustworthy alerts for compliance teams. This dual-
method approach enabled the system to not only recognize known
patterns of illicit financial behavior but also adaptively discover novel,
previously unseen indicators of fraud. The authors demonstrated that
Al-powered automation can significantly strengthen FinTech crime
surveillance capabilities while reducing manual workload and response
times. The work contributes to the growing body of Al applications in
cybersecurity and financial regulation, emphasizing the need for
intelligent, scalable solutions in high-volume transactional
environments.
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AlSuwaidi et al. (2024) conducted a survey examining the current
landscape and advancements in visual Al applications within smart
surveillance systems, with a focus on crime detection and prevention.
The review explored the integration of visual Al technologies—
particularly in the form of Convolutional Neural Networks (CNNs)—
across various surveillance tasks including object detection, facial
recognition, anomaly detection, behavior analysis, and scene
understanding. These applications collectively contribute to real-time
monitoring and threat assessment in urban and critical infrastructure
environments. While CNN-based models have become central to image
and video analysis in surveillance contexts, the authors identified
persistent challenges such as limited access to high-quality, labeled
datasets, the computational intensity of deep learning models, and
obstacles to scalable deployment. The survey presented a synthesis of
state-of-the-art frameworks and innovations, offering a critical
evaluation of their effectiveness and limitations. In doing so, the paper
highlighted key research gaps and proposed directions for future work
aimed at improving system performance, robustness, and operational
feasibility. The authors concluded that while visual Al holds significant
promise in enhancing security infrastructures, greater attention is
needed to address issues related to data efficiency, computational
scalability, and context-aware decision-making in crime prevention
systems.

Gandal et al. (2024) proposed a deep learning-based system for
enhancing crime detection and prediction through the analysis of
surveillance video footage. Recognizing the growing need for
intelligent monitoring solutions in the face of rising global crime rates,
the authors developed a framework that integrates advanced object
detection and classification algorithms to identify potentially criminal
activities in real time. The system utilizes state-of-the-art deep learning
models such as YOLOV5 and Faster R-CNN for precise object detection
within video frames. These models are paired with traditional machine
learning classifiers— including Support Vector Machines (SVM),
Decision Trees, and Random Forests— to categorize the detected
objects and predict possible crime-related behaviors. The system was
evaluated on a dataset of surveillance videos, and results indicated
promising accuracy in both object classification and crime prediction
tasks. The proposed solution is intended to assist law enforcement
agencies by enabling early detection and intervention, thus contributing
to crime prevention efforts. Additionally, the authors suggested that the
system'’s architecture could be adapted to various other contexts, such
as traffic monitoring, wildlife tracking, and industrial safety
applications. This work demonstrates the utility of combining computer
vision and machine learning for proactive public safety surveillance.

Singh (2024) explored the transformative potential of Al in detecting
and addressing environmental crimes, an area where conventional law
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enforcement methods have historically struggled due to the scale,
complexity, and often transboundary nature of such offenses. The study
emphasized the limitations of traditional surveillance and legal
mechanisms in managing crimes like illegal deforestation, wildlife
trafficking, and pollution-related offenses, which are often vast,
underreported, and difficult to monitor in real time. In response, the
paper proposed Al as a paradigm-shifting solution capable of enhancing
environmental law enforcement through technologies such as satellite
imagery analysis and machine learning algorithms. These tools can
detect anomalous patterns and environmental changes indicative of
illegal activities, thereby enabling earlier intervention and more
effective regulatory responses. Singh also critically examined the legal
challenges associated with adopting Al in this context, including
evidentiary standards, accountability for algorithmic errors, and the
necessity of building a legal framework that accommodates
technologically driven investigations. The study concluded by
advocating for a multidisciplinary approach that balances innovation
with legal safeguards, ensuring that Al's integration into environmental
crime detection enhances both ecological protection and justice system
integrity. This work contributes to emerging discourse on the role of
digital technologies in environmental governance and criminal law
reform.

Igbal et al. (2025) conducted a systematic literature review to
investigate recent advancements in Al, particularly machine learning
and deep learning, as applied to crime prediction. Acknowledging that
prior reviews had not comprehensively addressed the latest Al
techniques, the authors aimed to consolidate state-of-the-art
methodologies and highlight current trends and research gaps. Using a
rigorous qualitative selection process across multiple digital
repositories, they identified and analyzed 55 high-quality research
articles. These articles were assessed across several dimensions,
including  publishing venues, predictive models employed,
geographical coverage, data sources, real-time data usage, and temporal
scope of crime records. The review found that IEEE Access was the
most frequent publishing outlet in this domain. Traditional statistical
and machine learning techniques were still prevalent (33%), but there
was a clear emergence of sophisticated models such as Convolutional
Neural Networks (CNNs), Long Short-Term Memory Networks
(LSTMs), Generative Adversarial Networks (GANs), and Graph
Neural Networks (GNNS), indicating a shift toward more complex and
hybrid approaches. The geographical analysis showed a significant
focus on U.S.-based datasets (56%), suggesting a disparity in global
research representation. Importantly, the review identified a lack of
integration of real-time data into predictive models, representing a
major limitation and a priority area for future research. Overall, the
study offered critical insights for researchers, practitioners, and
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policymakers seeking to develop more robust, context-sensitive, and
data-rich Al-driven crime prediction systems.

Kanwal et al. (2025) investigated the role of Al in enhancing crime
detection and policing effectiveness, with a particular emphasis on
operational efficiency and stakeholder perceptions. The study surveyed
159 police officers acquainted with Al tools and assessed their views
across five domains: Al technologies, crime detection and control,
policing effectiveness, ethical/ legal/ social implications, and public
trust. Statistical analysis using SPSS revealed that Al had a significant
positive impact on both crime detection (B= 0.48, P< 0.001) and
operational efficiency (B= 0.318, P< 0.01), affirming the first two
hypotheses. However, mediation analysis indicated that public trust did
not mediate the relationship between ethical concerns and AI’s
effectiveness in crime detection (P> 0.95), and moderation analysis
found no significant effect of ethical concerns (P=0.437) or public trust
(P=0.398) on the core relationship between Al use and crime detection.
These findings underscore that Al technologies contribute
independently to improving law enforcement operations but also
highlight that current levels of public trust and ethical engagement do
not significantly influence this enhancement. The authors emphasized
the importance of transparent governance and ethical oversight in the
implementation of Al systems to ensure sustainable, responsible
integration into policing frameworks. The study contributes to the
literature by quantifying perceptions within police departments and
outlining the potential and limitations of Al-driven strategies in public
safety management.

Bagonza et al. (2024) explored the integration of Al into public
safety and emergency management systems in the United States,
emphasizing its transformative potential in addressing escalating
threats such as violent crime, mass shootings, and climate-related
disasters. Drawing on historical data— such as over 630 mass shootings
in 2023, 56,580 wildfires, and 387 climate disasters since 1980— the
paper outlined the urgent need for real-time, predictive, and proactive
public safety infrastructure. The authors proposed a comprehensive Al-
driven framework that leverages machine learning models, predictive
analytics, and threat detection algorithms to improve situational
awareness, decision-making, and resource allocation. The framework
processes real-time inputs from diverse sources including crime reports,
social media, 10T sensors, and environmental data to detect threats,
anticipate crime, and optimize emergency responses. The study
included practical case studies demonstrating how law enforcement,
disaster response teams, and cybersecurity agencies can use Al
technologies to shift from reactive to proactive operations. Beyond
technical considerations, the paper also examined critical ethical
concerns related to Al deployment, such as privacy, algorithmic bias,
and data governance. The authors proposed responsible Al frameworks
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to ensure equitable, transparent, and accountable implementation.
Ultimately, the study presented a strategic roadmap for integrating Al
into U.S. public safety infrastructure, aiming to enhance national
preparedness, responsiveness, and community resilience in the face of
evolving public safety and emergency challenges.

Bertrand et al. (2024) investigated the challenges posed by Al
integration into highly regulated sectors— specifically financial crime
detection within anti-money laundering (AML) frameworks— by
centering the perspectives of supervisors, i.e., regulatory professionals
responsible for auditing Al-driven compliance processes. Despite Al’s
capacity to enhance fraud detection, its adoption remains limited in
fields like banking due to the opacity of model decision-making, which
conflicts with strict regulatory standards for explainability and
accountability. To address this, the authors conducted scenario-based
workshops with 13 supervisors and 6 banking professionals, analyzing
their needs in relation to auditing Al systems. The study revealed seven
specific requirements that supervisors demand for model justifiability,
including traceable logic, consistency with legal obligations, and
explanations that qualify as audit-ready evidence. These findings
underscore that supervisors are not only concerned with the technical
performance of Al models, but also with their ability to produce
interpretable, transparent outputs that align with institutional and legal
norms. The paper emphasized that existing Al systems often fail to meet
these standards, highlighting a gap between technical capabilities and
compliance expectations. The study calls for the development of
human-centered, regulation-aware explanation systems to ensure the
trustworthiness and legal defensibility of Al in financial crime contexts.

Natarajan et al. (2024) investigated the application of artificial
intelligence in crime detection, focusing specifically on automated face
sketch synthesis to enhance suspect identification. The study addressed
the limitations of traditional methods, such as hand-drawn or manually
rendered computer sketches, which are often used by law enforcement
when photographic evidence is unavailable. To improve the accuracy
and utility of suspect identification in large-scale digital forensic
contexts, the authors proposed a deep learning-based solution using the
Golden Jackal Optimized Artificial Neural Network (GJO-ANN). This
model automates the generation of facial sketches based on crime scene
inputs such as time, location, and crime type, facilitating comparison
with sketches from eyewitnesses or forensic artists. The system
supports the classification of potential perpetrators by identifying visual
similarities across datasets. Experimental evaluations demonstrated that
the GJO-ANN approach yielded superior accuracy and efficiency in
producing face sketches compared to conventional techniques, thereby
enhancing the investigative capacity of law enforcement. The study
contributes to the field by integrating optimized neural network
architectures into visual-based criminal profiling and underscores the
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potential of deep learning tools to address persistent challenges in
forensic sketch analysis and electronic crime scene investigation.
Ersoz et al. (2025) conducted a comprehensive literature review
examining the role of Al in crime prediction, with a particular focus on
explainability as a critical factor for trust and adoption in law
enforcement contexts. The survey synthesized findings from 142
selected studies addressing Al applications in predicting crimes against
individuals, property, and society. While the review confirmed the
potential of Al to enhance predictive policing through accurate pattern
recognition and data-driven decision-making, it also underscored the
challenges associated with the opacity of many Al systems. To address
concerns over the interpretability and fairness of these models, the
authors analyzed the emerging field of Explainable Al (XAl), which
aims to make Al decision processes more transparent and
understandable to stakeholders. Despite growing interest, the review
found that XAl techniques remain insufficiently integrated into existing
crime prediction frameworks. The authors emphasized that
explainability is vital not only for ethical Al use but also for fostering
public trust and institutional accountability. The study’s
methodological framework involved rigorous criteria for selecting both
foundational reviews and original research articles, with a structured
assessment of how each incorporated or neglected explainability
features. The paper concludes by advocating for increased research and
development of XAl tools in crime prediction to ensure these systems
are accurate, interpretable, and socially responsible, thereby supporting
more effective and equitable crime prevention strategies.
Fernandez-Basso et al. (2025) introduced an Al knowledge-based
system designed to assist law enforcement in managing and analyzing
large-scale data during criminal investigations, particularly in complex
environments such as the dark web. Recognizing the growing challenge
posed by data volume and complexity, the authors developed an early
warning and early action system that integrates multiple Al tools to
streamline data collection, processing, and knowledge extraction. The
system supports investigative workflows by identifying relevant
patterns, entities, and potential criminal hotspots, thus enhancing the
efficiency and direction of police investigations. A key feature of the
system is its ability to extract actionable intelligence from unstructured
sources, exemplified through case studies involving dark web data,
including  firearm-related  advertisements.  This  application
demonstrates the tool's capacity to surface hidden criminal activity and
provide leads for deeper inquiry. While not intended to replace human
judgment, the system mitigates the burden of manual data analysis and
facilitates more timely and targeted law enforcement responses. The
authors emphasized the tool’s flexibility in adapting to various
investigative scenarios and its potential role in augmenting decision-
making during early-stage investigations. Overall, the study contributes

&6éé ‘¢ ON ‘¢ [OA ‘saIpms aoedsisghD



Cyberspace Studies, Vol ?, No ?, 2?2?27

14 Artificial Intelligence and Crime Detection: A Critical Review

a practical Al-assisted framework aimed at improving the investigative
capacity and situational awareness of law enforcement agencies in data-
intensive contexts.

Kaushik et al. (2025) proposed the Advanced Al-Based Detection
and Tracking System (ADTS), a real-time surveillance framework
designed to enhance urban crime prevention and suspect identification
through cutting-edge computer vision technologies. The system
integrates YOLOV8 for high-performance object detection and Multi-
task Cascaded Convolutional Networks (MTCNN) for precise face
detection and tracking. By processing unstructured video data from
multiple CCTV camera feeds, ADTS identifies suspicious activities and
continuously monitors individuals of interest using facial feature
matching techniques. This enables persistent tracking of suspects across
different locations within a surveillance network. The system’s
architecture supports scalability and operational efficiency, making it
viable for large-scale urban deployments. Experimental evaluation
demonstrated high accuracy in object and face detection, consistent
tracking performance, and efficient resource utilization, thus addressing
key limitations of earlier Al surveillance solutions. The study
emphasizes the system’s potential to advance situational awareness for
law enforcement agencies, enabling faster response times and proactive
crime mitigation. Overall, ADTS represents a significant advancement
in intelligent surveillance technology, contributing to more effective
real-time crime monitoring and identification in high-density urban
environments.

4. Conclusion
Al technologies are changing all aspects of human life (Rahmatian &
Sharajsharifi, 2021). They have introduced profound shifts in the
epistemology and logistics of policing by redefining how knowledge
about crime is produced, operationalized, and acted upon. From
predictive analytics to computer vision, the tools now available to law
enforcement are not simply augmentations of existing practices— they
are reshaping the very foundations of investigative reasoning and
decision-making. The empirical evidence synthesized in this review
suggests that Al systems can outperform traditional methods in speed,
scale, and granularity, offering novel capabilities in surveillance, threat
detection, and resource optimization. Yet, this apparent technical
superiority invites deeper reflection: What kinds of crimes are being
detected more efficiently, whose behaviors are being monitored, and
what institutional assumptions are embedded in these systems?
Beneath the surface of efficiency gains lie substantial
epistemological and ethical challenges. Al systems do not simply
process neutral data; they are trained on historically situated, socially
patterned information that reflects and reproduces existing biases
(Black, 2023). This review reveals a persistent undercurrent of
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algorithmic  discrimination, particularly against marginalized
communities, as well as a systemic opacity that undermines procedural
justice. Moreover, the delegation of discretionary judgment to non-
transparent machine learning models raises serious concerns about
accountability, particularly when these systems make high-stakes
determinations such as identifying suspects or flagging behaviors as
criminally suspicious. The findings suggest that, despite the promise of
Al in augmenting police capabilities, its uncritical deployment risks
reinforcing structural inequalities and insulating decision-making from
democratic scrutiny.

Furthermore, the global landscape of Al in policing remains uneven,
not only in terms of technological infrastructure but also in legal
safeguards, cultural norms, and institutional readiness. Many studies
originate from technologically advanced contexts with specific
normative assumptions— such as the prioritization of security over
privacy— which may not translate across jurisdictions. The lack of
contextual adaptability in Al models, combined with a scarcity of real-
time, high-quality, and representative data in many regions, limits both
their effectiveness and ethical defensibility. Equally troubling is the
relatively weak integration of interdisciplinary oversight, where critical
voices from law, sociology, philosophy, and affected communities are
often absent from design and deployment processes. This fragmentation
reflects a broader tension between technological determinism and
democratic governance— one that must be resolved if Al is to serve as
a tool of justice rather than control.

The future of Al in crime detection hinges not on technical
sophistication alone, but on the willingness of institutions to embed
these systems within transparent, accountable, and normatively guided
frameworks. This study emphasizes the need for a paradigm shift: from
Al as a tool of unreflective automation to Al as a contested and
negotiated socio-technical system. Policymakers must move beyond
compliance checklists toward meaningful regulatory architectures that
ensure fairness, auditability, and public legitimacy.
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