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Background: Cyberspace governance has become a complex socio-
technical field where sovereignty, cybersecurity, digital participation,
and policy legitimacy intersect. Although previous studies have
extensively examined digital sovereignty, e-participation, and co-
creation, limited attention has been paid to how boundary judgments
shape stakeholder inclusion, decision authority, knowledge
recognition, and legitimacy in cyberspace governance, particularly in
the Iranian context.

Aims: This study aims to examine how Critical Systems Heuristics
(CSH) can reveal and reconstruct the boundary judgments shaping co-
created cyberspace governance, digital participation, and policy
legitimacy in Iran.

Methodology: A qualitative exploratory case study design was
adopted, drawing on semi-structured interviews with 26 experts and
analysis of policy, regulatory, and strategic documents. Data were
analyzed using Ulrich and Reynolds CSH framework by
distinguishing current “is” conditions from desirable “ought to be”
arrangements  across the dimensions of motivation, control,
knowledge, and legitimacy.

Findings: The analysis indicates that current cyberspace governance is
primarily bounded by security, sovereignty, infrastructural control,
regulatory authority, and technical expertise. However, affected
stakeholders, including citizens, digital businesses, educators,
researchers, civil society actors, vulnerable groups, and future
generations, remain weakly represented in governance processes.
Conclusion: The study argues that legitimate cyberspace governance
requires a transition from primarily control-oriented arrangements
toward structured co-creation based on stakeholder inclusion, plural
knowledge, transparent accountability, and participatory boundary
governance.
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1. Introduction

Cyberspace has become a strategic domain in which questions of public
administration, sovereignty, security, economic development, cultural
regulation, citizen participation, and institutional legitimacy
increasingly converge. Contemporary digital governance is no longer
reducible to the technical management of information systems or the
digitization of public services; rather, it concerns the organization of
power, coordination, trust, accountability, and value creation across
complex socio-technical environments (Hanisch et al., 2023; Sharma et
al., 2024). In this context, governments are required not only to provide
digital services but also to justify how digital infrastructures, platforms,
data flows, cybersecurity arrangements, and participatory mechanisms
are governed. This has made cyberspace governance a deeply political
and systemic field, shaped by competing claims over control, expertise,
inclusion, sovereignty, and public legitimacy (Hofmann & Pawlak,
2023; Pohle & Santaniello, 2024).

Recent scholarship shows that cyberspace governance is
increasingly shaped by boundary conflicts. These conflicts emerge
from competing claims over authority, infrastructure control, interest
representation, and the recognition of legitimate actors in digital
policymaking (Hofmann & Pawlak, 2023; Pierucci, 2025). At the same
time, the global shift from multistakeholder internet governance toward
digital sovereignty has intensified tensions between state authority,
public participation, -~ platform power, cybersecurity, economic
innovation, and digital rights (Pohle & Santaniello, 2024; Pierucci,
2025). Such tensions are especially significant in countries where
cyberspace is simultaneously viewed as a developmental infrastructure,
a security domain, a cultural field, and a space of social mobilization.

Iran provides a particularly important context for examining these
tensions. Cyberspace governance in Iran is shaped by the simultaneous
pursuit of digital sovereignty, national security, cultural governance,
domestic platform development, e-government expansion, and efforts
to manage information environments, which may create tensions with
participation and legitimacy objectives. These priorities are not
analytically separable from broader challenges of public trust,
fragmented institutional authority, sanctions-related technological
constraints, platform restrictions, digital business uncertainty, uneven
access, and limited channels of citizen participation. From an
institutional-capacity perspective, sustainability-oriented
organizational practices also show that legitimacy depends not only on
external stakeholder engagement but also on internal human, cultural,
and managerial infrastructures capable of supporting long-term public
value (Khosravi et al., 2022). Prior research on e-participation in Iran
has identified barriers related to administrative culture, institutional
structure, attitudes toward participation, and limited staff capacity for
engaging the public through digital mechanisms (Shahab et al., 2021).
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These conditions suggest that the main problem is not merely the
absence of digital tools, but the deeper governance question of how
participation is defined, authorized, limited, or excluded.

The concept of co-creation is therefore central to this study. In public
governance, co-creation refers to the collaborative production of public
value through interaction among public institutions, citizens, experts,
private actors, and civil society stakeholders (Voorberg et al., 2015;
Osborne et al., 2016). However, in cyberspace governance, co-creation
cannot be treated as a simple invitation for citizens to use digital
platforms or provide feedback after policy decisions have already been
made. Genuine co-creation requires affected stakeholders to participate
in defining policy problems, evaluating governance alternatives,
identifying risks, and shaping legitimacy criteria. This also makes co-
creation a knowledge-governance problem: participation becomes
meaningful only when stakeholder knowledge is institutionally
collected, interpreted, incorporated and reviewed (Fathi et al., 2021).
This distinction is crucial in the Iranian context, where digital
participation may exist at the level of service use or administrative
interaction while remaining weak at the level of agenda setting,
deliberation, policy design, and accountability. To address this
problem, the present study adopts Critical Systems Heuristics (CSH) as
a conceptual and analytical framework, drawing particularly on Ulrich
and Reynolds’ boundary critique approach. CSH is appropriate because
it treats governance problems as boundary problems: every policy
system rests on judgments about what is included, what is excluded,
whose purposes matter, who controls resources, whose knowledge
counts, and who represents those affected but not involved (Ulrich &
Reynolds, 2010). CSH further distinguishes between the existing “is”
situation and the normatively desirable “ought to be” situation, enabling
researchers to critically compare current institutional arrangements
with more inclusive and legitimate alternatives (Ulrich & Reynolds,
2010; Hutcheson et al., 2024). Recent systematic work confirms that
CSH is especially useful for examining power asymmetries, coercive
conditions, marginalized stakeholders, and emancipatory possibilities
in complex governance settings (Hutcheson et al., 2024). Recent
applications of Critical Systems Heuristics demonstrate its usefulness
for examining complex governance and reliability challenges across
organizational contexts (Fathi et al., 2026).

Accordingly, this study argues that the legitimacy deficit in
cyberspace governance cannot be adequately understood through
technical, legal, or administrative analysis alone. It must be examined
through the boundary judgments that organize digital governance: who
is treated as a beneficiary, who controls decisions, what knowledge is
recognized as valid, and how affected but excluded groups are
represented. In Iran, these questions are especially consequential
because cyberspace policies affect not only state institutions and
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infrastructure  providers but also citizens, students, digital

entrepreneurs, online businesses, educators, researchers, content

creators, women, vulnerable groups, and future generations.

This article therefore asks:

RQ1. How are boundary judgments constructed in cyberspace
governance in Iran?

RQ2. How do these boundary judgments influence digital participation
and policy legitimacy?

RQ3. How can Critical Systems Heuristics support the development of
a co-created cyberspace governance model?

In doing so, the study positions boundary critique as a necessary
methodological bridge between critical systems thinking and the
practical reform of digital governance.

2. Literature review
2.1. The digital domain as a contested socio-technical field and digital
sovereignty

Recent cyberspace governance literature increasingly treats the digital
domain as a contested socio-technical field rather than a neutral
infrastructure. A central debate concerns digital sovereignty, which has
moved from a narrow concern with jurisdiction and data localization
toward a broader policy discourse about control, autonomy, resilience,
rights, and institutional accountability. Falkner et al. (2024) show that
digital sovereignty has become a dominant policy vocabulary but does
not always translate coherently into policy change. Santaniello (2026)
further conceptualizes digital sovereignty as a discursive resource
shaped by adversariality, multiversity, instrumentality, and
contradictory political uses.

Similarly, Fratini et al. (2024) identify multiple sovereignty models,
including rights-based, market-oriented, centralization-based, and
state-based models, concluding that none fully resolves the challenge
of combining regulatory control with responsiveness to technological
and social change. These studies are highly relevant to Iran, where
cyberspace ‘governance is shaped by national sovereignty, security
concerns, domestic infrastructure development, platform control,
sanctions related constraints, and public trust tensions. The Iranian
context therefore requires an analytical frame that does not reject
sovereignty concerns but asks how sovereignty can be bounded by
participation, accountability, and legitimacy.

2.2. Digital participation and e-participation

Recent studies caution that digital participation should not be equated
with the mere existence of digital platforms. Shin et al. (2024), in a
systematic analysis of 116 digital citizen participation tools, show that
many tools facilitate the flow of information from citizens to
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governments but remain weak in communicating accountability
information back to citizens. This is critical for cyberspace governance
because participation without feedback, traceability, or responsiveness
can become symbolic rather than legitimate. Lai and Beh (2025)
similarly argue that e-participation studies have often fallen into
“technological solutionism” by emphasizing adoption models while
neglecting political efficacy and citizens’ psychological capacity to
believe that participation matters. Escher and Rottinghaus (2024) show
that online participation can strengthen legitimacy beliefs, but not
automatically; legitimacy gains depend on process quality,
expectations, trust, and perceived policy effects. These findings are
directly applicable to Iran, where digital participation must be studied
not only as access to e-services but as meaningful influence over agenda
setting, consultation, policy design, evaluation, and correction.

2.3. Co-creation and co-production

Co-creation is increasingly presented as a response to complex public
problems because it mobilizes dispersed knowledge, strengthens
ownership, and enables cross-boundary problem solving. Evidence
from Iranian educational services similarly indicates that value co-
creation produces reciprocal outcomes for both participants and
institutions, including relationship development, capability formation,
identity strengthening, brand improvement, market learning, and
financial sustainability (Zargaran Khouzani et al., 2022). Ansell et al.
(2024) argue that the democratic quality of co-creation lies in
empowering lay actors to participate in shared problem solving and
joint agreement over public value outcomes. Edelmann and Virkar
(2023) show that sustainable co-creation of digital public services
requires more than technological mediation; it depends on institutional
learning, resource integration, stakeholder knowledge, and long-term
governance capacity. Pauluzzo et al. (2024) similarly find that research
on digital technology and public sector co-creation remains
underdeveloped from a governance perspective and needs greater
attention to public value generation, the whole service cycle,
comparative designs, and risk mitigation. For the present study, this
means that co-creating cyberspace governance should not be reduced to
citizen feedback mechanisms. It should involve reconstructing the
boundaries of who participates, whose knowledge is recognized, which
institutions control digital decisions, and how policy legitimacy is
assessed. This is consistent with Iranian evidence from foreign
language institutions, where value co-creation was found to depend on
sustained interaction, participant engagement, customer knowledge,
and mutually reinforcing mechanisms rather than one-way service
provision (Sobhani et al., 2023).
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2.4. Digital governance in politically constrained or state-centered contexts
Comparative work on e-participative governance in China shows that
digital participation may emerge through different pathways, including
disclosure, consultation, and deliberation, while still operating within
state-managed boundaries (Xin & Huang, 2025). This literature is
useful for analyzing Iran because it avoids a simplistic binary between
participation and control. Instead, it shows that participation can be
institutionally opened, selectively channeled, or strategically limited
depending on the state society relationship. Related evidence from
sustainability governance shows that coercive and non-coercive drivers
operate through different pathways, with coercive mechanisms
strengthening monitoring and non-coercive mechanisms supporting
collaboration, suggesting that legitimacy-oriented governance cannot
rely solely on command-and-control arrangements (Nasrollahi et al.,
2021). In Iran’s case, cyberspace governance is shaped by tensions
among national security, cultural regulation, domestic platform policy,
technological autonomy, public demand for access, and the needs of
digital businesses. Therefore, the literature suggests that the key
research problem is not whether participation exists, but what type of
participation is institutionally possible, whose participation is
authorized, and which affected groups remain outside the governance
boundary.

2.5. Critical Systems Heuristics and boundary critique

Finally, the literature on Critical Systems Heuristics and boundary
critique provides the methodological bridge. Recent systems research
has extended CSH into information systems and governance settings by
emphasizing that system boundaries define not only what is technically
included but also who is affected by consequences and who can
influence design choices. Goede and Goede (2025) argue that poorly
designed information systems generate unintended consequences and
that CSH can help reveal conditioned realities, feedback loops, and the
position of affected but uninvolved actors. This is directly aligned with
the present article because Iranian cyberspace governance is not simply
a technical policy system; it is a boundary system involving
beneficiaries, decision makers, experts, witnesses, affected groups, and
competing worldviews. The unresolved gap is not the absence of studies
on digital sovereignty, e-participation or co-creation separately, but the
absence of a boundary critique that explains how these domains are
institutionally connected, who is included or excluded, and how
legitimacy is constructed in Iran’s cyberspace governance system. To
provide a more systematic and critical synthesis of the reviewed
literature, Table 1 compares the selected studies in terms of their
research context, analytical focus, methodological design, empirical
basis, principal findings, unresolved limitations, and relevance to the
present study.



Sobhani SM, Fathi MR, Ghadimi S.

Table 1.

Comparative and critical mapping of the literature underpinning the study

. . Unresolved
Context and Methodological design s . L Relevance to the
Study Principal findings limitation or
research focus and data research gap present study
: Focuses
European Union .
digital Digital sovereignty has %rgd;nrglggrel;lz c?tn the Demonstrates that
policymaking; Conceptual and ) become a central policy examine affected sovereignty must be
Falkner et relationship comparative synthesis discourse, but its stakeholders examined as a
al. (2024) between digital- of contributions to a meaning and articinatory contested governance
: sovereignty zpe_cial issue on EU translation into policy coiti n?a c r% . concept rather than as
discourse and igital sovereignty vary across institutions b ogun dary}}’u dgments a neutral policy
actual policy and policy domains in state-centrod objective
change
contexts
Provides a conceptual
. Digital sovereignty is framework but does
Constructivist o .
o . shaped by not empirically Supports the analysis
. Geopolitics and conceptual analysigfnd adversariality, multiple examine how of competing security-
Santaniello competing political development of a meanings sovereignty sovereignty-, rights-
(2026) uses of digital multidimensional . instrumentality, and discourses affect and participation-
sovereignty framework for digital- ; e . :
: : contradictory political stakeholder oriented worldviews
sovereignty discourse uses participation and
policy legitimacy

Fratini et al.

National approaches
to digital
sovereignty across

Systematic review and
coding of 271 peer-
reviewed publications;

Identifies rights-based,
market-oriented,
centralization-based, and
state-based models; none

Compares sovereignty
models at a broaf
level but does not
analyze who

Provides a typology
against which Iran’s
predominantly state-

(2024) different political comparative gl(l)lrll}l’ ighmetr)lgisse reoulation benefits, who agg eC r(r)lrétéé)é-orlented
and institutional construction of four wiﬂlpadaptability tg(g)u controls resources, or grran gements can be
settings sovereignty models technological and societal “%I%O {egresents critically assessed

change affected groups
Digital citizen- Systematic supply-side Many tools enable Focuses on Supports the distinction
Shin et al. articipation tools analysis of 116 digital citizens to submit technological between digital access
particip . Y g ¢ ; 010ZIC: g

(2024) used in public tools collected from information or functionalities rather or feedback and

policymaking three public preferences, but fewer than the institutional meaningful
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. . Unresolved
Context and Methodological design s . s Relevance to the
Study research focus and data Principal findings ?;;1;3::2}(:1;25 present study
repositories provide accountability power structures participation in policy
information, feedback, determining whether formation and
or traceability of policy = citizen input accountability
impact influences decisions
Land | Cor&cet:ltratleﬁ (I)ln | Shows that q q
e > o Internal and externa individual behaviora participation depends
] Ctglzgiltsi ciw g[léngness %%%n?etstlgf dselill;\;ey of political efficacy intention and gives not on{) on
Lai & Beh p paf ponc . strongly influence limited attention to technology but also on
through digital- analyzed using partial Qo S g 7.
(2025) overnment least squares structural citizens’ willingness to institutional whether citizens
%h annels eau atign modellin engage in digital exclusion, decision believe their
! g participation authority, and policy involvement can
resgonsivenesf@ influence governance
. SR Findings arise from
Online participation local democratic
Online citizen- Comparative municipal ina};.lmpcrm];el. fs. but settings and do not Establishes the
Escher & participation study using survey- egtl !ma yd e dS » ou explain participation theoretical connection
Rottinghaus  platforms in three based assessment of outcomes ?B[en on under centralized, between participation
(2024) German participation processes proceistqua ! %” ¢ and security-sensitive, or  quality and perceived
municipalities and legitimacy beliefs expectations, ust, an institutionally policy legitimacy
perceived policy constrained
influence governance
Major barriers include Provides direct Iranian
institutional structure, Focuses on urban evidence that weak
E-participation Qualitative interviews administrative culture, planning rather than participation is rooted
Shahab et al. pth’ ,[E Trani with Iranian public- attitudes toward public national cyberspace in institutional and
(2021) within the ‘raniap and private-sector participation, trust, governance and does  cultural conditions,

planning system

Democratic
implications of co-
creation in public
governance

Ansell et al.
(2024)

planning actors

Theoretical comparison
of co-creation with
established forms of
democracy

knowledge, staff
capacity, infrastructure,
leadersﬁip, and cost
Co-creation has
democratic value when
it empowers lay actors,
facilitates cross-

not use a systemic
boundary critique

Primarily normative
and theoretical; does
not specify how
excluded

not merely
technological
limitations

Supplies the
democratic rationale
for moving from one-
way service provision
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Unresolved

Context and Methodological design s . s Relevance to the
Study research focus and data Principal findings ?;;1;3::2}(:1;25 present study
boundary collaboration,  stakeholders can be toward shared
and enables shared identified and problem definition
influence over public- institutionally and policy formation
value o%tlcomes represented
Sustainable co-creation .
: i Focuses on digital .
Sustainability of co-  Qualitative expert requires continuity, public-service Shows that co-creation
P . : stakeholder knowledge, requires permanent
Edelmann &  created digital workshop involving 30 institutional learnin development rather institutional capacities
Virkar public services in garticipants, followed : ung, than contested P
: resource 1ntegration, : rather than temporary
(2023) public y grounded-theory- fundine. technical national cyberspace consultation
administration oriented coding 12, policy and .
capacity, and long-term sovereion mechanisms
commitment gnty
Digital technologies can 1o 1o provide a Justifies examining co-
reshape citizen— itical f K i th
Digital technologies, government critical framewor creation across the

Pauluzzo et
al. (2024)

Xin &
Huan
(2025

Hutcheson
et al. (2024)

co-production, and
co-creation in
public
administration

Digital participatory
policymaking and
state—society
relations in China

Applications and
conceptual

Structured literature
review of 128 records
published up to 2022

Longitudinal fieldwork
and comparative
analysis of pathways of
disclosure,
consultation, and
deliberation

Systematic review of 77
peer-reviewed articles

relationships, but
governance-oriented
research, risk analysis,
and whole-cycle co-
creation remain
underdeveloped

Digital participation can
be institutionally
enabled while
remaining selectively
channeled within state-
managed boundaries

CSH is valuable for
examining boundary

for examining power
asymmetries,
exclusion, or the
legitimacy of
governance
boundaries

Does not
systematically
examine the
normative
justification of
inclusion and
exclusion or compare
current and desirable
governance
boundaries

Existing applications
are dispersed across

complete policy cycle,
including problem
definition, design,
implementation,
evaluation, and
correction

Offers a relevant
comparison for
analyzing
participation within a
state-centred
governance system
without assuming a
simple control—
participation binary

Provides the
methodological basis
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Study

Context and
research focus

Methodological design
and data

Principal findings

Unresolved
limitation or
research gap

Relevance to the
present study

Goede &
Goede
(2025)

Present
study

development of
Critical Systems
Heuristics across
multiple policy and
organizationa
fields

Critical Systems
Heuristics and
information-
systems governance

Iranian cyberspace-
governance
ecosystem,
including state
institutions,
regulators, digital
businesses, experts,
citizens, and
affected groups

selected from 111
Scopus records

Conceptual extension of
CSH informed by
critical realism and
problems arising from
poorly designe
formation systems

Qualitative exploratory
case study based on 26
expert interviews,

olicy documents,
inductive coding, and
mapping onto the
twelve CSH boundary
questions

critique, coercion,
emancipation, and “is”
versus “ought to be”
juc}igments, but remains
underused relative to
other systems
approaches

Formal system designs
may generate
workarounds and
unintended governance
consequences; analysis
shoulgl consider
realities and actors
extending beyond
formally designed
boundaries

Identifies discrepancies
between current and
desirable arrangements
across motivation,
control, knowledge,
and legitimacy, and
develops a model of
co-created cyberspace
governance

sectors, with limited
application to
cyberspace
governance and
digital-policy
legitimacy

Focuses mainly on
organizational
information systems
rather than national-
level digital
governance and
public legitimacy

Addresses the absence

of an integrated
boundary critique
connecting digital
sovereignty,
participation, co-
creation, and
legitimacy in Iran

for examining
beneficiaries,
purposes, decision
makers, expertise,
affected groups, and
competing
worldviews

Strengthens the
treatment of
cyberspace as a socio-
technical system
whose formal rules
may produce
resistance, adaptation,
and unintende
outcomes

Extends CSH into
national cyberspace
governance and
converts the identified
boundary gaps into
context-sensitive
governance reforms
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As shown in Table 1, although previous research has separately
examined digital sovereignty, e-participation, co-creation, policy
legitimacy, and Critical Systems Heuristics, limited attention has been
paid to integrating these perspectives within a unified boundary critique
of cyberspace governance in Iran.

3. Methodology

This study employed a qualitative, exploratory case-study design to
examine how boundary judgments shape digital participation and policy
legitimacy within cyberspace governance in Iran, with Critical Systems
Heuristics (CSH) serving as the principal analytical framework.

Data collection was conducted during 2025, a period in which

cyberspace governance debates, regulatory developments, and digital
policy challenges provided a relevant context for examining boundary
judgments, participation, and policy legitimacy.
The empirical material comprised semi-structured expert interviews
and publicly available policy, regulatory, and strategic documents
concerning cyberspace governance, digital participation, e-government,
platform regulation, digital business, cybersecurity, and public-sector
digital transformation in Iran. The case was defined as the Iranian
cyberspace governance ecosystem, understood as the institutional and
socio-technical field in which state institutions, regulatory authorities,
ICT organizations, digital businesses, experts, civil-society actors, and
other affected social groups interact around digital policy formation,
implementation, and evaluation.

A purposive expert-sampling strategy was adopted to ensure
disciplinary, professional, and institutional diversity. The final sample
comprised 26 experts, all of whom participated in the semi-structured
interviews conducted for this study. As detailed in Table 2, the sample
included five public policy and cyberspace governance experts, five ICT
and e-government managers, four cyberlaw and regulatory experts, four
digital economy and platform actors, five academic researchers, and three
civil-society, media, and digital-participation observers. The final sample
size was determined based on data saturation. Interviews continued until
additional interviews did not generate substantially new themes, boundary
judgments, or analytical insights relevant to the CSH framework.

Participants were selected according to three criteria: direct
professional experience relevant to cyberspace governance,
demonstrable expertise in digital policy, regulation, technology, digital
economy, or participation, and representation of diverse perspectives
from the public, private, academic, legal, technical, and civil-society
domains. This diversity enabled the study to incorporate policy,
managerial, technical, legal, economic, academic, and experiential
forms of knowledge and to avoid examining cyberspace governance
exclusively from an institutional or technical perspective.

$&4& L ON ‘¢ IOA ‘sarpmig 2ovdsaaq4)
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Table 2. Detailed composition, expertise, and analytical contribution of the expert interview sample

Institutional or Relevant Basis for Principal - . Main CSH
. . . . . o B Main interview . .
Expert group Number professional expertise and inclusion in the contribution to focus dimensions
domain experience sample the study informed
Clarified the
. . formal purposes . .
Exp:lrilcence m Direct of cyberspace Poilrll(s:.%,itlljlltlir(l)or?:f 5
Public policy If?orml}lllation professional governance, the authority:
Publi i institutions, RS 1’ involvement in structure of distrib A ¢
ublic policy strategic institutiona cvberspace deciCion istribution o
and Legle design, strategic YOCISpace . decision- .

b policymaking, 1 I policymaking authority, i . Motivation
szgir;i?e > governance g raré?ffzf{igg;f ) or demonstrable institutional nz)aliéng POWEL, and Control
gx erts advisory, and co%rdination expettisogy priorities, Eoorgination'

p cyberspace ; ’ institutional coordination . >

i lvsi and national d bl d sovereignty;
policy analysis cyberspace governance an problems, an security:
digital policy desirable 1
governance accountability
governance
reforms
Practical Explained how
(elg(p'erllence mn Direct managerial pOllfleS are di Infrastructure;
. digita or implemented n digital services;
Public-sector ICT infrastructure, implementation practice, which latform ’
management, e- public experience i technological fn anagement:
latforms P and . g 2
ICT and e- government, p 22 ICT, e- . implementation
overnment 5 digital information ovérnment organizational capacity- data Control and
ﬁl ANATErS transformation, systems, service (gﬁ tal ’ resources are oI\)/ erna}{r’lce' Knowledge
g infrastructure, delivery, data 1§tf0rms or controlled, and tgechnical >
and electronic management, p bli ’ what dards:
service delivery implementation public-sector infrastructural standards;
constraints, and digital or operational institutional
. ’ transformation pere resources
technical constraints
capacity affect
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Institutional or Relevant Basis for Principal . . Main CSH
. . . ., o Main interview . .
Expert group Number professional expertise and inclusion in the contribution to focus dimensions
domain experience sample the study informed
governance
outcomes
Expertise in Identified legal
regulatory boundaries of Regulatory
Cyberlaw, digital authority, o authority, authority; l'egal
: cybercrime, Specialized tensions legitimacy;
regulation,
platform knowledge of between platform
platform R X o
Cyberlaw and responsibilities, the legal and regulation and regulation;
governance, : . Control and
regulatory I legal mandates, regulatory rights, rights and "
egal . . ; . 2. Legitimacy
experts compliance compliance dimensions of weaknesses in responsibilities;
b 1ance, mechanisms, cyberspace accountability, compliance;
and digital
. data-related governance and the legal appeal and
rights . o .
rules, rights, position of review
and legal affected mechanisms
accountability stakeholders
Practical Provided evidence
experience with about how Regulatory
platform regulatory predictability;
Private digital regulation, instability, digital business
businesses, online markets,  Direct experience access constraints;
Digital online business of the economic restrictions, innovation; o
. . . Motivation,
economy and platforms, uncertainty, and operational platform market access; Control. and
platform startups, restrictions, consequences policies, and platform Legitim:
. . . P egitimacy
actors entrepreneurshi innovation, of cyberspace governance stability;
p, and the technological policies decisions affect sanctions;
digital economy dependence, innovation, economic
and sanctions- investment, consequences
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The interviews lasted approximately 40-60 min and focused on
participants’ experiences and assessments of current governance
arrangements, institutional authority, participation mechanisms,
stakeholder inclusion, digital rights and responsibilities, policy
legitimacy, implementation constraints, and desirable reform pathways.
All interviews were conducted in Persian, which was the preferred
language of the participants. The interviews were transcribed in the
original language and translated into English for analytical
presentation. To maintain conceptual accuracy, the translated materials
were reviewed against the original transcripts during the analysis
process.

The interview guide covered six main domains: institutional
authority and decision-making processes; existing ~participation
mechanisms; inclusion and representation of affected stakeholders;
digital rights and responsibilities; criteria of policy legitimacy; and
desirable governance reforms. These domains were designed to
generate evidence relevant to the four CSH dimensions of motivation,
control, knowledge, and legitimacy and to support comparison between
existing “is” conditions and desirable “ought to be” arrangements.

In addition to expert interviews, documentary materials were
analyzed to contextualize cyberspace governance arrangements. The
documentary corpus consisted of official policy documents, regulatory
frameworks, strategic plans, and institutional reports related to
cyberspace governance, digital participation, e-government, platform
regulation, cybersecurity, and digital transformation in Iran. Documents
were selected based on three criteria: (1) direct relevance to cyberspace
governance and digital policy issues; (2) official status and institutional
significance; and (3) their capacity to reveal assumptions regarding
authority, knowledge, participation, and legitimacy.

3.1. Ethical considerations

Ethical considerations were carefully addressed due to the sensitive
nature of cyberspace governance research and the involvement of
human participants. Participation was voluntary, and participants were
informed about the purpose of the study before the interviews.
Participants provided consent to participate, and their identities were
anonymized to protect confidentiality. No personally identifiable
information was reported in the findings, and the collected data were
used exclusively for academic research purposes.

Data familiarization began with repeated and systematic reading of
the interview transcripts and relevant policy, regulatory, and strategic
documents. At this stage, the purpose was to develop a comprehensive
understanding of the language, assumptions, and institutional
perspectives through which cyberspace governance was described,
rather than to impose predetermined analytical categories on the data.
Particular attention was paid to recurring references to institutional
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control, regulatory restriction, citizen participation, public trust,
national security, digital sovereignty, accountability, recognized
expertise, institutional fragmentation, regulatory uncertainty affecting
digital businesses, and citizens’ limited influence over policy decisions.
Analytical memos were prepared during and after the review of each
transcript and document to record emerging patterns, contradictions,
institutional tensions, stakeholder positions, and potential boundary
judgments. The coding process was conducted manually using a
structured qualitative coding framework aligned with Critical Systems
Heuristics. The analysis involved identifying statements related to
purpose, beneficiaries, authority, resources, knowledge claims,
stakeholder participation, and legitimacy concerns. These codes were
subsequently organized according to the twelve CSH boundary
questions.

The first cycle of coding followed an inductive and data-driven
thematic approach. Interview transcripts and documentary materials
were examined line by line, and statements were coded when they
referred to policy purposes, beneficiaries, actors, interests, institutional
resources, decision-making authority, constraints, knowledge claims,
affected stakeholders, legitimacy concerns, or proposed governance
reforms. At this stage, the codes were kept close to the language and
meaning of the empirical material in order to minimize premature
theoretical abstraction. Examples of the initial codes included
“centralized policy authority”, “citizens treated as service users rather
than policy participants”, “priority of security over participation”,
“limited institutional feedback loops”, “regulatory uncertainty for
digital businesses”, “weak public consultation”, and ‘“need for
accountable platform governance”.

During the first-cycle analysis, the codes were also classified
according to whether they described existing governance arrangements
or expressed desirable alternatives. Statements concerning current
institutional practices, power relations, participation mechanisms, and
policy consequences were categorized as “is” judgments, whereas
statements proposing more inclusive, accountable, or participatory
governance arrangements were categorized as “ought to be” judgments.
For example, the statement that “citizens are mainly treated as users of
digital services rather than as co-designers of cyberspace policy” was
coded as an “is” judgment. In contrast, the proposition that “citizens
and affected stakeholder groups should participate in policy design,
implementation review, evaluation, and accountability mechanisms”
was categorized as an “ought to be” judgment.

3.2. Trustworthiness of the study

The trustworthiness of the qualitative analysis was addressed through
credibility, dependability, and confirmability procedures. Credibility
was enhanced through triangulation between expert interviews and



Sobhani SM, Fathi MR, Ghadimi S. 17

documentary materials, as well as through systematic comparison of
different stakeholder perspectives. Dependability was supported by
maintaining a transparent analytical process, documenting coding
decisions, and applying the same CSH framework consistently across
the empirical materials. Confirmability was strengthened by linking
interpretations to interview evidence and documentary sources rather
than relying solely on researcher assumptions.

4. Research findings

This distinction operationalized the central CSH comparison between
existing and normatively desirable system arrangements. It also
provided the analytical foundation for the subsequent mapping of the
empirical codes onto the twelve CSH boundary questions and their
aggregation within the four dimensions of motivation, control,
knowledge, and legitimacy, as summarized in Table 3.

As shown in Table 3, the four CSH dimensions were analytically
interconnected. A narrow definition of system purpose influenced
which actors were recognized as beneficiaries; concentrated control
affected which stakeholders could participate; dominant forms of
technical and regulatory expertise shaped what counted as valid
knowledge; and weak representation limited the ability of affected
groups to question or revise existing governance boundaries. The
comparison between the “is” and “ought to be” conditions therefore
revealed not twelve isolated problems, but a mutually reinforcing
pattern of institutional control, restricted knowledge inclusion, and
limited participatory legitimacy.

4.1. Responses to boundary questions
Boundary question 1. What is the purpose of cyberspace
governance, and what ought it to be?

In Critical Systems Heuristics (CSH), system purpose is a boundary
judgment because it defines which objectives are treated as legitimate
and which concerns are pushed outside the policy agenda. In Iranian
cyberspace governance, this boundary determines whether digital
policy is framed mainly around control, security, sovereignty, and
service delivery, or around broader public purposes such as
participation, trust, innovation, accountability, and social inclusion.

a) “What is”

Interview-based coding showed that the current purpose of cyberspace
governance was primarily framed through four logics: national security,
digital sovereignty, infrastructural control, and cultural regulation.



18

Co-creating cyberspace governance

Table 3. Mapping of interview evidence onto the twelve CSH boundary questions

CSH boundary 39 ‘e Ilustrative participant Analytical Desired “ought to be”
question Current “is” condition quotation interpretation condition
The current governance “ . s
. In many digital policies, the
approach mainly defines main focus is on protecting  The boundary of Beneficiaries should

1. Who ought to be
the beneficiaries
of cyberspace
governance?

2. What is the
purpose of
cyberspace
governance?
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3. What measures
should be used to
evaluate
improvement?

4. Who ought to be
the decision
makers?

beneficiaries through
institutional priorities,
national interests, security
objectives, and regulatory
stability. Citizens are often
positioned as users rather than
active beneficiaries and co-
creators.

Governance purposces are

primarily associated with
security, sovereignty,
infrastructure protection,
regulation, and institutional
control.

Improvement is mainly assessed

throu{%h regulatory
compliance, security
performance, infrastructure
development, and institutional
effectiveness.

Decision-making authority is

concentrated among
governmental institutions,
regulatory bodies, and formal
technical organizations.

the system and managin
risks. The everyday needs
and expectations of citizens
are usually considered after
institutional priorities are
defined.” (P4, policy
expert)

“Security is an essential
concern in cyberspace
governance, but governance
cannot be sustainable if it
only focuses on control and
does not consider trust,
participation, and
mnovation.” (P7,
governance expert)

“A policy may achieve its
regulatory objectives, but
this does not necessarily
mean that people accept it
or feel that their concerns
have been considered.”
(P12, academic expert)

“Most stakeholders are
invited when the main
framework is already
determined. Their role is
usually to provide
comments rather than
participate in defining the

beneficiaries is
narrowly defined
around 1nstitutional
objectives, limiting
the recognition of
broader public value.

The current purpose
boundary prioritizes
protection and
control while giving
less attention to
social value creation.

Evaluation criteria
emphasize
institutional
outcomes rather than
legitimacy and
stakeholder
experience.

Decision-making
boundaries limit
meaningful
participation and
reinforce centralized
authority.

include citizens, digital
communities,
businesses, researchers,
and all groups affected
by cyberspace
decisions.

The purpose of
governance should
balance security and
sovereignty with public
trust, innovation,
participation, and
inclusion.

Improvement should
include security,
effectiveness,
transparency, user
satisfaction, trust, and
legitimacy.

Decision-making should
involve government,
private sector,
academia, civil society,
and users through
participatory
mechanisms.




Sobhani SM, Fathi MR, Ghadimi S.

19

CSH boundary e ‘e Ilustrative participant Analytical Desired “ought to be”
question Current “is” condition quotation interpretation condition
direction of policy.” (P15,
digital policy expert)

5. Who controls the
resources
required for
governance?

6. What expertise is
considered
legitimate?

7. Who generates
and validates
knowledge?

8. What knowledge
perspectives are
excluded?

9. Who ought to
participate in
cyberspace
governance?

Critical resources, including
infrastructure, regulatory
authority, and implementation
mechanisms, are controlled
mainly by formal institutions.

Technical and institutional
expertise dominates
cyberspace governance, while
social and experiential
knowledge has limited
influence.

Knowledge production is
mainly conducted by
governmental agencies,
technical experts, and formal
organizations.

Informal knowledge, user
experiences, social impacts,
and community perspectives
are often marginalized
compared with formal
technical knowledge.

Participation is mainly indirect
and consultative.
Stakeholders often have
limited influence over
agenda-setting and policy

“Those who control
infrastructure and
regulatory tools naturally
have more influence over
cyberspace decisions
compared with other
actors.” (P9, ICT expert)

“Technical expertise is
necessary, but technology
alone cannot explain how
people experience digital
policies in society.” (P18,
researcher)

“Users experience the
consequences of digital
policies every day, but their
experiences are rarely
considered as a source of
policy knowledge.” (P6,
civil society participant)

“Many practical problems
become visible only when
people use digital services,
but these experiences are
not always included in
policy discussions.” (P20,
digital service expert)

“Participation should not
begin after decisions are
made. Stakeholders need
opportunities to contribute
when problems and

Control boundaries
shape unequal
influence among
stakeholders.

The knowledge
boundary privileges
technical knowledge
over socio-technical
perspectives.

Knowledge generation
remains institution-
centered and limits

articipatory
earning.

Excluded knowledge
creates gaps between
policy assumptions
and real-world
experiences.

Existing participation
mechanisms provide
limited opportunities
for co-creation.

Resource control should
be accompanied by
transparency,
accountability, and
collaborative
governance
arrangements.

Legitimate knowledge
should integrate
technical, social,
cultural, economic, and
experiential forms of
knowledge.

Knowledge production
should include citizens,
users, researchers,
businesses, and affected
communities.

Governance should
recognize multiple
knowledge sources and
challenge dominant
assumptions.

Stakeholders should
participate throughout
problem definition,
policymaking,
implementation, and
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CSH boundar 639 .. Illustrative participant Analytical Desired “ought to be”
question Y Current “is” condition quotzﬁion P interpr}t’ztation conditgion
design. priorities are being evaluation.
defined.” (P11, governance
researcher)
“Security is important, but The value boundary Governance values should

10. What values
should guide
cyberspace
governance?

11. Who represents
affected
stakeholders?

12. How can
cyberspace
governance
decisions achieve
legitimacy?

Governance values are mainly

shaped by security,
sovereignty, order, and
institutional responsibility.

Representation is primarily
indirect through formal
institutions. Many affected
groups lack direct channels
for influencing governance.

Legitimacy is mainly derived
f%orn institutional authority,
legal procedures, and
administrative justification.

lel%itimacy also depends on

whether people understand
decisions, trust institutions,
and feel represented.” (P3,
policy analyst)

“Citizens are affected by
cyberspace decisions, but
they often do not have
effective mechanisms to
express their concerns
before policies are
implemented.” (P14,
academic expert)

“People are more likely to
accept digital policies when
they understand the reasons
behind them and have some
opportunity to contribute.”
(P22, digital governance
expert)

requires expansion
from control-oriented
values toward
legitimacy-oriented
values.

Indirect representation
creates legitimacy
gaps between
decision makers and
affected

communities.

Legitimacy requires
more than formal
authority; it depends
on participation,
transparency, and
trust.

combine security with
transparency,
accountability, trust,
inclusion, and
responsiveness.

Representation should
move toward
substantive
participation and
stakeholder inclusion.

Policy legitimacy should
be achieved through
accountable
institutions, meaningful
participation,
transparency, and co-
created governance.
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Cyberspace is treated as a strategic domain that must be protected from
external threats, foreign platform dependency, harmful content,
cybercrime, and uncontrolled information flows. E-government and
digital service delivery are also emphasized, but participation is mostly
understood as access to services rather than involvement in
policymaking. Thus, current success is largely narrated as maintaining
control over digital infrastructures, expanding domestic platforms,
improving cyber security, regulating online behavior, and ensuring
institutional compliance.

b) “What ought to be”

Interviewees argued that security and sovereignty should remain
important but should be embedded in a broader public governance
purpose. Four desirable purposes emerge: legitimate digital
participation, public trust, inclusive digital development, and
accountable cyberspace governance. In this view, cyberspace
governance should protect national interests while also enabling
citizens, businesses, educators, researchers, vulnerable groups, and
future generations to benefit from digital transformation. The purpose
should shift from governing cyberspace mainly as a domain of control
to governing it as a shared public infrastructure for security, innovation,
participation, cultural development, and social trust.

Boundary question 2. Who is the intended beneficiary of
cyberspace governance, and who ought to be?

In CSH, identifying the beneficiary reveals whose improvement the

system 1s designed to serve. This is a critical question because

governance systems may claim to serve society while practically

prioritizing institutional, regulatory, or security interests.

a) “What is”

The current beneficiary boundary appears to privilege formal state
institutions, regulatory bodies, security actors, infrastructure
authorities, and domestic platform policy agendas. Citizens are
recognized as users of services and subjects of regulation, but not
always as co-creators of cyberspace policy. Digital businesses benefit
when policies support domestic platforms, but they may also experience
uncertainty, restrictions, and unstable access conditions. Ordinary
users, students, women, small online businesses, content creators, civil
society actors, and rural or marginalized groups often remain secondary
beneficiaries rather than central stakeholders.

b) “What ought to be”

The beneficiary boundary should be widened. Cyberspace governance
ought to serve not only institutional security and sovereignty but also
citizens’ digital capabilities, public service quality, entrepreneurial
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activity, academic access, social communication, digital rights, and
future technological resilience. Beneficiaries should include state
institutions, but also ordinary users, students, educators, researchers,
startups, online businesses, content producers, vulnerable communities,
and future generations. This broader beneficiary boundary is essential
for policy legitimacy because those who bear the consequences of
digital policies should also be recognized as legitimate recipients of
governance value.

Boundary question 3. What counts as improvement in cyberspace
governance, and what ought to count as improvement?

In CSH, improvement is not neutral. It depends on the values and

criteria used to judge whether the system is working well. In cyberspace

governance, improvement may be defined narrowly as control and

compliance or more broadly as legitimacy, trust, participation, and

resilience.

a) “What is”

Current improvement is often understood in instrumental and
institutional terms: stronger cyber security, more domestic
infrastructure, expanded e-government services, greater platform
regulation, higher compliance, better monitoring capacity, and reduced
exposure to external digital threats. Such criteria are important, but they
tend to privilege measurable institutional outputs over lived user
experience, public trust, civic participation, and accountability. As a
result, policy success may be claimed even when affected stakeholders
experience reduced agency, limited consultation, or uncertainty in
digital life and digital business.

b) “What ought to be”

Improvement should be defined through a multidimensional public
value lens. It should include secure infrastructure, but also meaningful
participation, transparent policymaking, predictable regulation, user
trust, digital inclusion, innovation capacity, accessibility,
accountability, and responsiveness to affected groups. A legitimate
cyberspace governance system should not be evaluated only by whether
it controls risks, but also by whether it enables society to participate
safely, productively, and fairly in digital life.

Boundary question 4. Who makes the decisions in cyberspace
governance, and who ought to make them?

In CSH, decision makers are those who control the system’s direction

and define its practical boundaries. This question is central to co-

creation because participation is impossible if decision authority

remains entirely closed.
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a) “What is”

Decision making in Iranian cyberspace governance is largely
concentrated among formal state institutions, high-level cyberspace
policymaking bodies, regulatory authorities, security organizations,
legal institutions, and technical infrastructure actors. These actors
define policy priorities, platform rules, access conditions, enforcement
mechanisms, and digital transformation strategies. Non-state actors
may be consulted occasionally, but their influence over agenda setting,
policy design, implementation, and evaluation appears limited. Citizens
and affected groups are more often positioned as recipients of decisions
rather than participants in decision formation.

b) “What ought to be”

Decision making should become more structured, consultative, and co-
created without eliminating the legitimate role of the state. A desirable
model would include formal channels for wuniversities, digital
businesses, civil society organizations, professional associations,
educators, youth representatives, user communities, and vulnerable
groups. The state would remain a central guarantor of security and
public order, but policy design would become more open to plural
knowledge, public consultation, and stakeholder review. Co-creation
here means shared influence over defined parts of the policy cycle, not
uncontrolled fragmentation of authority.

Boundary question 5. What resources and conditions are controlled

by decision makers, and what ought to be controlled or shared?
CSH treats resources as part of the control boundary because those who
control key conditions shape what the system can become. In
cyberspace governance, resources include infrastructure, data,
platforms, legal authority, technical standards, and participation
channels.

a) “What is”

Current decision makers control major governance conditions: internet
infrastructure, licensing, regulatory enforcement, platform access,
cyber security standards, filtering mechanisms, data governance rules,
digital identity systems, and e-government platforms. These resources
give formal actors significant influence over public communication,
digital business activity, service delivery, and access to global
information flows. However, participation mechanisms, public
feedback systems, impact assessments, and transparency tools are less
developed as shared governance resources.

b) “What ought to be”
Critical resources should remain secure, but their governance should
become more transparent, accountable, and participatory. Certain
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resources such as policy consultation platforms, public data
dashboards, regulatory impact assessments, digital rights review
mechanisms, and complaint systems should be opened to wider
stakeholder participation. Data, infrastructure, and platform governance
should be supported by clear rules, independent evaluation, and
feedback loops. The aim is not to weaken control over sensitive
infrastructure but to ensure that control is exercised with public
justification and stakeholder accountability.

Boundary question 6. What conditions are outside the control of

decision makers, and how ought these constraints to be handled?
In CSH, no system is fully self-contained. The environment includes
external constraints and uncertainties that decision makers cannot
completely control. Recognizing these limits prevents unrealistic
governance designs.

a) “What is”

Iranian cyberspace governance operates under significant external and
internal constraints: international sanctions, dependency on foreign
technologies, global platform dominance, cyber threats, geopolitical
conflict, rapid technological change, VPN use, user resistance, digital
business adaptation, and shifting public expectations. These factors
limit the effectiveness of purely command-based governance. Even
when formal actors attempt to regulate digital flows, users and
businesses often develop informal workarounds, which may reduce
transparency and weaken trust.

b) “What ought to be”

Governance should become more adaptive and learning oriented.
Instead of seeking total control over a highly dynamic digital
environment, cyberspace policy should build resilience, trust,
institutional learning, and flexible regulation. External constraints
should be addressed through domestic capacity building, digital
literacy, transparent risk communication, regulatory predictability, and
adaptive consultation with affected stakeholders. A realistic “ought”
model recognizes that legitimacy and cooperation may produce more
sustainable governance than rigid control alone.

Boundary question 7. Who is considered an expert, and who ought
to be considered an expert?

In CSH, expertise is a boundary judgment because it determines whose

knowledge is authorized to shape policy. Cyberspace governance

requires technical knowledge, but technical expertise alone cannot

capture social consequences.
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a) “What is”

Recognized expertise is mainly concentrated among technical
specialists, cyber security professionals, legal authorities, ICT
managers, regulatory officials, and administrative decision makers.
These forms of expertise are necessary for infrastructure security,
cybercrime prevention, legal compliance, and platform regulation.
However, social scientists, public administration scholars, digital rights
specialists, educators, user communities, entrepreneurs, women’s
groups, rural communities, and vulnerable users may be less visible in
formal expertise structures.

b) “What ought to be”

Expertise should be pluralized. A legitimate cyberspace governance
system should integrate technical, legal, administrative, economic,
social, cultural, ethical, and experiential knowledge. Users’ lived
experiences, entrepreneurs’ operational knowledge, educators’
academic needs, civil society’s rights-based concerns, and researchers’
evidence-based analysis should all inform policy. This does not
undermine technical expertise; it completes it. Cyberspace is a socio-
technical system, so its governance requires socio-technical expertise.

Boundary question 8. What kind of knowledge is considered

relevant, and what knowledge ought to be considered relevant?
This CSH question moves from who the experts are to what kinds of
knowledge count as valid. In digital governance, the knowledge
boundary can determine whether policy is designed around
enforcement or around broader public consequences.

a) “What is”

Current relevant knowledge appears to emphasize cyber security, legal
regulation, infrastructure management, platform control, public order,
technical standards, and compliance requirements. Evidence about user
trust, economic disruption, digital exclusion, gendered consequences,
youth experience, academic access, business uncertainty, and public
legitimacy may be less systematically incorporated into decision
making. As a result, policy may become technically rational but socially
incomplete.

b) “What ought to be”

Relevant knowledge should include social impact assessment, user
experience, digital inclusion data, public trust indicators, economic
effects on startups and online businesses, educational consequences,
accessibility requirements, rights-based analysis, and evidence from
affected communities. Policy knowledge should be generated through
mixed sources: expert analysis, stakeholder consultation, public
feedback, academic research, and evaluation of implemented policies.
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This wider knowledge boundary would help prevent unintended
consequences and improve policy legitimacy.

Boundary question 9. What guarantees successful cyberspace
governance, and what ought to guarantee it?

In CSH, the “guarantor” refers to what gives confidence that the system

will achieve its purpose. In many governance systems, success is

assumed to follow from authority, technical capacity, or compliance.

CSH asks whether these guarantees are sufficient.

a) “What is”

The data associate current guarantees of success with institutional
authority, legal enforcement, technical infrastructure, cybersecurity
capacity, regulatory compliance and formal coordination among
responsible bodies. These mechanisms are important, but they do not
automatically guarantee legitimacy, trust, or effective participation. A
policy can be implemented and enforced while still being contested,
bypassed, or distrusted by affected groups.

b) “What ought to be”

Successful cyberspace governance should be guaranteed by a broader
set of mechanisms: transparent policymaking, evidence-based
regulation, independent evaluation, public consultation, stakeholder
feedback, periodic policy review, accountability mechanisms, and
measurable indicators of trust and inclusion. Compliance should be
complemented by learning. Enforcement should be complemented by
responsiveness. Technical capacity should be complemented by
legitimacy. These combined guarantees would make governance more
durable and publicly justifiable.

Boundary question 10. Who represents those affected but not
involved, and who ought to represent them?

This is one of the most important CSH questions for the present study.

It addresses the legitimacy problem of affected groups who experience

policy consequences but lack direct influence over policy design.

a) “What is”

Affected but weakly involved groups include ordinary internet users,
students, online sellers, startups, content creators, educators,
researchers, women, rural communities, persons with disabilities, civil
society actors, and future generations. Their interests are often
represented indirectly through formal institutions or broad public
interest claims. However, indirect representation may not capture the
specific effects of restrictions, regulatory uncertainty, weak access,
platform instability, or limited participation mechanisms.
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b) “What ought to be”

These groups should be represented through institutionalized
mechanisms: stakeholder councils, public consultation procedures,
digital participation platforms, civil society channels, academic
advisory panels, business associations, youth and student forums,
accessibility representatives, and independent review bodies.
Representation should not be symbolic. It should allow affected groups
to influence problem definition, risk assessment, policy design,
implementation review, and reform proposals. This is essential for
transforming cyberspace governance from top-down administration
into co-created public governance.

Boundary question 11. What opportunities exist for emancipation,
and what ought to exist?

In CSH, emancipation means giving affected actors the opportunity to

question, challenge, and revise boundary judgments. It does not merely

mean receiving services or submitting complaints.

a) “What is”

Current opportunities for emancipation appear limited when
participation is reduced to service use, complaint registration, or post-
decision feedback. Citizens may interact with e-government systems,
but this does not necessarily mean they can influence cyberspace policy.
Digital businesses may comply with regulations but may not
meaningfully shape regulatory design. Civil society and expert
communities may comment on policies but may lack stable institutional
channels to affect decisions.

b) “What ought to be”

Emancipatory  opportunities  should include agenda-setting
participation, pre-policy consultation, deliberative forums, transparent
appeal mechanisms, participatory impact assessment, public reporting
of consultation outcomes, and periodic boundary review. Affected
groups should be able to ask: Why is this policy necessary? Who
benefits from it? What alternatives were considered? What harms may
result? How will unintended consequences be corrected? In this sense,
emancipation means enabling stakeholders to participate in defining the
boundaries of legitimate cyberspace governance.

Boundary question 12. How are competing worldviews reconciled,
and how ought they to be reconciled?

In CSH, worldviews shape how actors interpret the same system

differently. Cyberspace governance is especially worldview-dependent

because it involves security, freedom, sovereignty, culture, economy,

innovation, and rights.
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a) “What is”

Competing worldviews in Iranian cyberspace governance include
security-centered, sovereignty-centered, cultural-protection, economic-
development, innovation-oriented, rights-based, user-centered, and
global-connectivity perspectives. At present, security, sovereignty, and
regulatory worldviews appear to hold stronger institutional authority.
Other perspectives particularly those emphasizing user experience,
digital entrepreneurship, open knowledge access, and participatory
legitimacy may be present but less influential in final policy decisions.

b) “What ought to be”

Competing worldviews should be reconciled through - structured
boundary dialogue, transparent trade-off analysis, multi-stakeholder
policy forums, and public justification of decisions. The aim is not to
eliminate conflict, because cyberspace governance will always involve
value tensions. Rather, the aim is to make these tensions visible,
discussable, and accountable. A legitimate model should allow security,
sovereignty, cultural concerns, innovation, digital rights, and public
participation to be negotiated through explicit governance procedures
rather than being resolved implicitly by the most powerful actors.

4.2. Boundary of motivation: From institutional control to public value
The first major finding concerns the purpose and beneficiary structure
of cyberspace governance in Iran. The analysis indicates that the current
“is” situation is largely shaped by a security, sovereignty, and control-
oriented logic. Cyberspace is primarily framed as a strategic domain
requiring protection, regulation, infrastructural autonomy, cultural
oversight, and institutional coordination. Within this boundary, the
main beneficiaries are formal governing institutions, regulatory
authorities, security actors, infrastructure providers, and domestic
platform policy agendas. However, the “ought to be” situation emerging
from the CSH analysis requires a wider public value orientation.
Cyberspace governance should not only protect national security and
digital sovereignty but also serve citizens, digital businesses, students,
researchers, educators, vulnerable users, content creators, and future
generations. The key boundary gap is therefore between institutional
benefit and societal benefit. Current policy purposes appear narrower
than the range of actors affected by cyberspace governance.

4.3. Boundary of control: Concentrated authority and limited co-creation
The second finding concerns decision authority. The current
governance structure is characterized by concentrated control among
formal policymaking institutions, regulators, legal authorities, security
bodies, and technical infrastructure actors. These actors control major
governance conditions, including platform access, licensing, filtering,
cyber security standards, digital infrastructure, data governance rules,
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and regulatory enforcement. The desired situation points toward a more
structured co-creation model. This does not imply weakening the state’s
legitimate role in security, public order, or infrastructure protection.
Rather, it suggests that selected stages of the policy cycle problem
definition, consultation, design, implementation review, and evaluation
should include universities, digital entrepreneurs, civil society actors,
professional associations, user groups, educators, youth representatives,
and vulnerable communities. The central gap is between closed
authority and participatory authority.

4.4. Boundary of knowledge: Dominance of technical and security expertise
The third finding concerns the knowledge base of cyberspace
governance. Current governance appears to privilege technical, legal,
administrative, security, and infrastructural expertise. These forms of
knowledge are necessary but incomplete. They are well suited to
addressing cyber threats, infrastructure protection, compliance, and
platform regulation, but they are less able to capture the social,
economic, ethical, cultural, and lived consequences of digital policy.
The “ought to be” boundary requires plural knowledge. Cyberspace
governance should include user experience, digital business evidence,
public administration knowledge, social impact analysis, digital rights
expertise, accessibility concerns, gender-sensitive perspectives, youth
experience, academic access, and civil society knowledge. The key
finding is that legitimacy requires not only better technical decisions
but better knowledge inclusion.

4.5. Legitimacy: Participation, representation, and policy acceptance
The legitimacy dimension revealed that cyberspace governance
challenges are not limited to institutional capacity or regulatory
effectiveness; they also concern whether affected stakeholders perceive
governance processes as fair, transparent, and inclusive. Interview
evidence indicated that existing arrangements rely predominantly on
institutional authority and indirect representation, while citizens, digital
communities, and other affected groups have limited opportunities to
influence policy formulation and evaluation.

5. Discussion and conclusion

This study examined Iranian cyberspace governance through the twelve
boundary questions of Critical Systems Heuristics (CSH), comparing
existing “is” conditions with desirable “ought to be” arrangements. The
findings show that the main challenge of cyberspace governance is not
merely technological, regulatory, or administrative. It is fundamentally
related to the boundaries through which governance purposes,
beneficiaries, decision makers, resources, expertise, and legitimacy are
defined.
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Across the four CSH dimensions, an interconnected pattern
emerged. In the motivation dimension, cyberspace governance was
primarily framed around national security, digital sovereignty,
infrastructural control, cultural regulation, and institutional compliance.
In the control dimension, decision-making authority and strategic
resources were concentrated among formal policymaking, regulatory,
legal, security, and technical institutions. In the knowledge dimension,
technical, legal, administrative, and cybersecurity expertise received
greater recognition than social, economic, ethical, participatory, and
experiential knowledge. In the legitimacy dimension, citizens, digital
businesses, researchers, educators, civil-society actors, vulnerable
groups, and other affected stakeholders were more often positioned as
users, regulated subjects, or indirect beneficiaries than as meaningful
participants in policy formation and evaluation.

These four dimensions reinforce one another. A narrow definition of
system purpose affects who is recognized as a legitimate beneficiary;
concentrated authority determines who can influence policy decisions;
dominant forms of expertise shape what counts as relevant knowledge;
and weak representation limits the ability of affected groups to question
or revise existing governance boundaries. The legitimacy deficit
identified in this study should therefore not be attributed to a single
institutional weakness, but to the combined effects of restricted
participation, concentrated decision-making, limited knowledge
diversity, and indirect stakeholder representation.

These findings support the argument that cyberspace governance is
a form of boundary politics involving competing claims over authority,
sovereignty, expertise, inclusion, and accountability (Hofmann &
Pawlak, 2023). They are also consistent with studies showing that
digital sovereignty is not a politically neutral or internally coherent
concept and may be interpreted in ways that emphasize either public
autonomy and resilience or centralized institutional control (Fratini et
al., 2024; Pohle & Santaniello, 2024). The present study extends this
discussion by showing that the legitimacy of sovereignty depends on
how governance boundaries are constructed and justified.

In the Iranian context, concerns relating to national security, cultural
protection, international sanctions, technological dependency, foreign
platforms, and cybersecurity threats are genuine and cannot be ignored.
The findings therefore do not imply that the state should abandon its
responsibility for security, regulation, and critical infrastructure.
Rather, they suggest that the exercise of this authority should be more
transparent, accountable, participatory, and informed by plural forms of
knowledge. Sovereignty and participation should not be treated as
mutually exclusive. Participation can strengthen sovereignty by
increasing public trust, cooperation, policy responsiveness, institutional
learning, and the ability to identify unintended consequences. By
contrast, governance based predominantly on control may encourage
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distrust, informal workarounds, regulatory avoidance, and uncertainty
among users and digital businesses.

The findings also highlight the need to distinguish between e-
government, digital participation, and co-created cyberspace
governance. E-government mainly concerns digital service delivery and
administrative efficiency, while digital participation may allow citizens
to submit information, register complaints, or provide feedback. Co-
created governance goes further by involving stakeholders in defining
problems, assessing risks, comparing policy alternatives, evaluating
implementation, and revising existing arrangements. The existence of
digital tools alone does not guarantee meaningful participation. As Shin
et al. (2024) observe, many digital participation tools facilitate the
transfer of information from citizens to government but provide limited
evidence regarding how this input affects decisions. Similarly, the
present findings indicate that interaction with digital services should not
be confused with influence over policy.

Co-created governance should not be interpreted as unrestricted
public decision-making or the weakening of formal authority. It refers
to structured and differentiated stakeholder involvement in appropriate
stages of the policy cycle. Security-sensitive matters may require
specific institutional safeguards, but policies affecting digital access,
online businesses, education, platform regulation, accessibility, user
rights, and public services can still include systematic consultation,
impact assessment, stakeholder review, and transparent explanation of
policy choices.

The study contributes theoretically in three ways. First, it
conceptualizes cyberspace governance as a boundary system in which
cybersecurity, digital sovereignty, participation, platform regulation,
and public-sector digital transformation are connected through
judgments about purpose, authority, knowledge, and representation.
Second, it links digital participation to policy legitimacy by showing
that participation should be evaluated not only through platform
availability or citizen input, but through the actual capacity of
stakeholders to influence problem definition, policy design, evaluation,
and accountability.

Third, it extends CSH into national cyberspace governance and
demonstrates how the distinction between “is” and “ought to be”
conditions can connect normative critique with institutional reform.

The findings also have practical implications. Major cyberspace
policies should be accompanied by participatory impact assessments
examining their effects on citizens, businesses, education, research,
accessibility, digital inclusion, innovation, and public trust. Stakeholder
consultation should become an institutionalized part of the policy
process rather than an occasional or symbolic activity. Public
institutions should also explain which groups were consulted, how their
input was considered, and why particular recommendations were

48664 6 ON ‘¢ TOA ‘satpmig 2ovdsiaqd)



Cyberspace Studies, Vol ?, No ?, 2???

32 Co-creating cyberspace governance

accepted or rejected. Technical and security expertise should be
complemented by social, economic, ethical, and experiential
knowledge. In addition, independent or semi-independent mechanisms
should periodically evaluate policy outcomes and unintended
consequences. Public dashboards, consultation reports, stakeholder
councils, academic panels, business associations, and civil-society
channels could strengthen transparency, representation, and
accountability without requiring the disclosure of security-sensitive
information.

This study has several limitations. Its findings are based on expert
interviews and publicly available policy, regulatory, and strategic
documents. Although the sample included participants from public,
private, academic, technical, legal, business, and civil-society domains,
it cannot fully represent all citizens and affected communities. Groups
such as ordinary users, students, rural communities, persons with
disabilities, small online sellers, and other vulnerable stakeholders were
mainly represented through expert interpretations rather than direct
participation. Moreover, the qualitative case-study design was intended
to provide contextual and analytical depth rather than statistical
generalizability. Publicly available documents may also fail to reveal
informal  decision-making  processes, internal institutional
disagreements, or non-public security considerations. Future research
should therefore include direct interviews with affected groups,
participatory workshops, comparative international studies, and
quantitative examination of the relationships among participation, trust,
regulatory predictability, and policy legitimacy.

In conclusion, the central challenge of cyberspace governance in Iran
lies in how governance boundaries are defined, justified, and potentially
reconstructed. The application of Critical Systems Heuristics revealed
that existing governance arrangements are primarily shaped by security,
sovereignty, infrastructure, regulation, and technical expertise, while
affected stakeholders have limited influence in policy formation and
evaluation. Through the CSH analysis, four interconnected boundary
gaps were identified: between institutional purposes and broader public
value, concentrated authority and participatory influence, dominant
technical expertise and plural socio-technical knowledge, and indirect
representation and policy legitimacy. These findings demonstrate that
co-created cyberspace governance requires reconstructing boundary
judgments toward greater stakeholder inclusion, knowledge plurality,
accountability, and legitimate participation. The study does not argue
that security, sovereignty, cultural concerns, or infrastructural control
should be abandoned. Instead, it concludes that these objectives become
more legitimate and sustainable when combined with transparency,
knowledge pluralism, stakeholder inclusion, accountable decision-
making, and institutional learning. Legitimate cyberspace governance
therefore requires more than policy enforcement or digital service
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delivery. It requires clear and publicly defensible answers to who
benefits, who decides, whose knowledge counts, who bears the
consequences, and how affected stakeholders can question or revise
governance arrangements. Boundary critique provides a systematic
foundation for developing a more participatory, adaptive, and
legitimate model of cyberspace governance in Iran.
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