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Background: Digital finance is fundamentally restructuring global
financial systems, yet governance frameworks remain fragmented and
lag behind rapid technological change, exposing critical vulnerabilities
in cyber resilience, digital trust, and responsible artificial intelligence.
Aims: This study addresses this gap.

Methodology: A systematic meta-synthesis of 30 peer-reviewed
studies, including 24 studies published between 2025 and 2026 and six
foundational theoretical or conceptual studies published between 2022
and 2024, integrating institutional theory and socio-technical systems
theory to develop a holistic governance framework were conducted.
Findings: The analysis reveals five interconnected dimensions:
governance mechanisms, cyber resilience, digital trust, responsible Al,
and sustainable economic development that are conceptually
interdependent  and  mutually constitutive, suggesting a
co-evolutionary dynamic that is advanced here as a theoretical
proposition for future longitudinal investigation. Key findings expose
persistent tensions between state-centric and multi-stakeholder
governance models, a significant implementation gap between
responsible Al principles and operational practices, and a paradoxical
relationship wherein digital financial inclusion may inadvertently
undermine environmental sustainability.

Conclusion: The study advances theoretical understanding by
extending institutional theory to cyberspace governance and
highlighting the mutual implication of socio-technical elements in
digital finance a co-evolutionary dynamic that we propose for future
empirical testing. Practically, it provides actionable insights for
policymakers, regulators, and financial institutions to align
technological innovation with resilience, trust, and sustainability
objectives. This integrated framework offers a robust foundation for
future research on adaptive governance in increasingly complex digital
financial systems, emphasising the necessity of cross-sectoral
coordination and context-sensitive policy design.
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1. Introduction
Digital transformation is fundamentally reconfiguring the architecture
of the global financial system. Traditional finance historically grounded
in centralized intermediation, physical documentation, and relational
trust is increasingly being replaced by a digitally mediated ecosystem
characterized by platform-based interactions, algorithmic decision-
making, and data-driven financial services (World Bank, 2022; Ferrari,
2022; Varzaru & Bocean, 2024; Shan, 2026). Innovations such as
digital banking, mobile payments, decentralized finance (DeFi), and
central bank digital currencies (CBDCs) are not merely technological
upgrades; they represent a structural shift in how financial value is
created, governed, and exchanged (Dionysopoulos et al., 2024; Sanz
Bayon, 2025; Gafsi, 2025). Consequently, the contemporary financial
system is best understood not as a purely technical infrastructure, but as
a socio-technical institutional system in which technologies, actors, and
governance arrangements co-evolve (Bolton & Foxon, 2015; Volz et
al., 2025; Vaya-Arboledas et al., 2025; Wafi et al., 2026; Santos, 2026).
Within this transformation, three interrelated challenges have
emerged as central to the stability and legitimacy of digital finance
(Dafri & Al-Qaruty, 2023; Hordofa, 2024; Jin & Xie, 2024; Al-Okaily
& Al-Okaily, 2025). First, governance in cyberspace presents a
fundamental institutional dilemma. Unlike traditional financial systems
bounded by national jurisdictions, digital finance operates across
decentralized and borderless networks, rendering conventional
regulatory models increasingly inadequate  (Goldstein &
Narayanaswamy, 2025; Teng et al., 2026). This raises critical questions
regarding the design of governance mechanisms capable of balancing
innovation with financial stability and inclusion, while accommodating
the transnational nature of digital financial activities. Second, the
growing exposure of financial systems to cyber threats has elevated
cyber resilience from a technical concern to a systemic imperative
(Bagherifam et al., 2025; Webb & Sallos, 2025; Ghosh & Golder,
2026). Financial infrastructures are now deeply embedded in
interconnected - digital networks, making them vulnerable to
sophisticated and evolving cyber risks. However, existing approaches
to cyber resilience remain largely fragmented, often emphasizing
technical defenses while overlooking institutional coordination and
economic implications. Third, the transformation of trust in digital
environments constitutes a foundational challenge (Amofa et al., 2026;
Mai et al., 2025; Vukovi¢ et al., 2025; Tzavara & Vassiliadis, 2024;
Singh et al., 2025; Islam, 2026). As financial interactions become
increasingly mediated by algorithms and data infrastructures, trust
shifts from interpersonal and institutional familiarity to confidence in
technological systems, data integrity, and algorithmic transparency.
Yet, the conceptualization and operationalization of digital trust remain
insufficiently developed, particularly in relation to governance and
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technological design (Sathiskumar & Andersen, 2025; Dang & Li,
2026; Jang, 2026; Giannitsas et al., 2026; Salem, 2026; Galindez-
Acosta & Giraldo-Huertas, 2026; Shao et al., 2026; Hidayat-ur-Rehman
et al., 2026).

Artificial intelligence (Al) intensifies and simultaneously mediates
these challenges. On the one hand, AI enhances efficiency, risk
assessment, fraud detection, and financial inclusion through advanced
analytics and automation (Marak & Ayyagari, 2025; Alahmad et al.,
2026; Li, 2026; Siddik & Amin, 2026). On the other hand, it introduces
critical concerns related to algorithmic bias, opacity, accountability,
and data governance (Kango, 2025; Nouis et al., 2025; Lendvai &
Gosztonyi, 2025; Wang et al., 2026). As Shahghasemi (2026) argues,
the concentration of epistemic power in Al systems raises fundamental
questions about democratic oversight and the governance of knowledge
production in digital ecosystems. These tensions have led to the
emergence of Responsible Al as a necessary paradigm for aligning
technological capabilities with ethical, legal, and societal expectations.
Despite growing scholarly attention, existing research on Al in finance
remains fragmented, with limited integration between ethical
principles, governance structures, trust formation, and system resilience
(Ricciardi Celsi & Zomaya, 2025; Kasarci et al., 2025; Papagiannidis
et al., 2025; Parthasarathy & Panigrahi, 2026).

At a broader level, these challenges converge in the context of
sustainable economic development. Digital finance is increasingly
recognized as a key enabler of the Sustainable Development Goals
(SDGs), particularly through mechanisms such as financial inclusion,
transparency, risk mitigation, and data-driven decision-making (Tay et
al., 2022; Danladi et al., 2023; Raihan, 2024; Varzaru, 2025; Kumari et
al., 2025; Meniago, 2025). Extending this perspective, (Khezri &
Rezaei, 2026) systematically mapped the convergence of blockchain,
IoT, and artificial intelligence, demonstrating that their synergistic
integration while currently empirically scarce offers critical pathways
for responsible investment and SDG advancement through enhanced
transparency, real-time sensing, and predictive intelligence. However,
the effectiveness of these mechanisms depends on the presence of
coherent governance frameworks, resilient infrastructures, trustworthy
systems, and ethically aligned Al. The absence of integration among
these dimensions limits both theoretical understanding and practical
implementation of sustainable digital finance (Perboli et al., 2025;
Aarab et al., 2025; Kim, 2026; Raihan & Sarker, 2026). The 17
Sustainable Development Goals of the United Nations are set forth in
Figure 1.
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Figure 1. United Nations general assembly, 2025

A critical review of the literature reveals a persistent fragmentation
across four key domains: digital finance governance, cyber resilience,
digital trust, and responsible Al. Existing studies have largely examined
these domains in isolation, resulting in three major limitations (Lezzi et
al., 2025). First, there is a lack of cross-domain integration that explains
how governance structures, technological systems, and behavioral
factors interact. Second, the underlying mechanisms through which
these elements jointly influence financial stability and sustainability
remain underexplored. Third, limited attention has been given to the co-
evolutionary dynamics that characterize digital financial systems,
particularly in the context of cyberspace. As a result, there is a clear
need for an integrated analytical framework that captures the
interdependencies among these dimensions.

To address this gap, this study draws upon Institutional Theory and
Socio-Technical Systems Theory as complementary analytical lenses.
Institutional Theory provides a foundation for understanding how rules,
norms, and governance arrangements shape organizational behavior
and system legitimacy in digital finance (Lawrence & Shadnam, 2008;
Hwang, 2023; Bagci et al., 2026; Amofa et al., 2026). However, in the
context of cyberspace, traditional institutional assumptions such as
territoriality and centralized authority require reconsideration. Socio-
Technical Systems Theory complements this perspective by
emphasizing the inseparability of technological and social elements,
highlighting how system outcomes emerge from the dynamic
interaction between infrastructures, actors, and institutional contexts
(Savas & Karatag, 2022; Mumford & Shires, 2023; Fratini, 2025; Lu et
al., 2025; Shahghasemi, 2025). The integration of these theories enables
a co-evolutionary perspective in which governance, resilience, trust,
and Al are conceptualized as mutually constitutive rather than
independent components. While our cross-sectional data cannot
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empirically confirm temporal co-evolution, the synthesis reveals strong
patterns of mutual implication that justify advancing co-evolution as a
theoretical proposition one that awaits testing through longitudinal and
historical research designs. Accordingly, the primary research question
guiding this study is: What are the components of an integrated digital
finance governance framework in cyberspace that simultaneously
incorporates cyber resilience, digital trust, and responsible Al, and how
do their interactions contribute to sustainable economic development?

To operationalize this inquiry, the study addresses the following sub-
questions: (1) What constitutes effective governance in digital financial
systems operating in cyberspace? (2) How can cyber resilience be
defined and assessed in relation to financial stability? (3) What are the
core dimensions of digital trust in Al-enabled financial systems, and
how can they be strengthened? (4) What principles and mechanisms
define responsible Al in digital finance, and how are they embedded
within governance structures? (5) How do these components co-evolve
to support sustainable economic outcomes?

The contribution of this study is threefold. Theoretically, it advances
the literature by integrating previously fragmented domains into a
coherent conceptual framework grounded in complementary theoretical
perspectives. Methodologically, it employs a systematic integrated
review combined with meta-synthesis to generate higher-order insights
that extend beyond descriptive aggregation. Practically, it provides a
structured framework to guide policymakers, regulators, and financial
institutions in designing digital financial systems that are resilient,
trustworthy, and aligned with sustainable development objectives.

2. Methodology

2.1. Research design and integrated review protocol

This study employed a qualitative exploratory design to investigate the
governance of digital finance in cyberspace, with particular emphasis
on the interconnected domains of cyber resilience, digital trust, and
responsible artificial intelligence within the context of sustainable
economic development. To construct a comprehensive and empirically
grounded analytical framework, an integrated review combined with
meta-synthesis was conducted, following the seven-phase
methodological framework proposed by Sandelowski and Barroso
(2007). This approach was selected for its demonstrated efficacy in
synthesizing qualitative and mixed-methods research while preserving
the richness and contextual nuances of primary studies. All identified
records were exported to a reference management software (EndNote)
for duplicate detection and removal. Duplicates were identified
automatically based on title, author, and DOI matching, followed by a
manual cross-verification to ensure accuracy and eliminate false
positives. All records retrieved from the four databases were exported
to EndNote for duplicate detection and removal. Duplicate records were
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identified using automated matching based on titles, authors, and DOIs
and were then manually checked to minimise erroneous exclusions.
After this process, 739 unique records remained for title screening.

A systematic literature search was performed across four major
electronic databases: Scopus, Web of Science, IEEE Xplore, ACM
Digital Library. The search timeframe was deliberately constrained to
the period from 2025 to 2026. This focused window was chosen for
three interrelated reasons. First, the post-2024 period has witnessed an
unprecedented acceleration in the deployment of generative Al and
large language models in financial services, creating novel governance
challenges not previously documented. Second, major regulatory
frameworks such as the EU Al Act and various national Al strategies
have begun implementation only from 2025 onward, making this period
a critical juncture for examining emerging governance practices. Third,
the 2025-2026 timeframe captures the most recent empirical evidence
available at the time of the review, ensuring the synthesis reflects the
current state of the field rather than outdated patterns. While we
acknowledge that a two-year window cannot capture long-term
evolutionary trends, this focused scope is justified as a 'state-of-the-art
snapshot' rather than a historical analysis. To partially address this
limitation and provide theoretical grounding, we also included six
seminal theoretical and conceptual studies published between 2022 and
2024 that offer foundational definitions and frameworks not time-
sensitive to the analysis. A Boolean search string was constructed and
applied to titles, abstracts, and keywords, combining terms across four
thematic clusters: (1) digital finance governance ("digital finance" OR
"fintech" OR "digital banking" OR "central bank digital currency" OR
"CBDC" OR "decentralized finance" OR "DeFi"), (2) cyber resilience
("cyber resilience" OR '"cybersecurity" OR ‘"cyber risk" OR
"information security" OR "digital resilience"), (3) trust and Al ("digital
trust" OR "algorithmic trust" OR "responsible AI" OR "ethical AI" OR
"Al governance" OR "explainable AI"), and (4) sustainability
("sustainable development" OR "SDG" OR "financial stability" OR
"economic sustainability” OR "inclusive finance").

2.2. Selection process and inclusion criteria

The study selection rigorously adhered to the PRISMA 2020 guidelines
(Page et al., 2021), progressing through three sequential screening
stages: (1) title review, (2) abstract screening, and (3) full-text
eligibility assessment. The inclusion criteria were established as
follows: (a) peer-reviewed empirical studies (qualitative, quantitative,
or mixed-methods) or theoretical/conceptual articles demonstrating
clear methodological transparency and theoretical rigor; (b) studies
explicitly addressing governance mechanisms, resilience frameworks,
trust dynamics, or Al ethics within digital financial systems, with
substantive focus on institutional, regulatory, or socio-technical
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dimensions; (c) publications in English, with no geographical
restrictions to ensure comprehensive coverage of diverse regulatory and
institutional contexts. Exclusion criteria encompassed non-systematic
reviews, opinion pieces, editorials, book chapters, conference abstracts,
technical reports without theoretical grounding, and articles lacking
full-text accessibility. Additionally, studies focusing exclusively on
technical aspects without addressing governance, trust, or sustainability
dimensions were excluded.

2.2.1. Inclusion criteria

e Articles and research outputs published within the specified
field of inquiry (digital finance governance, cyber resilience,
digital trust, responsible AI, and sustainable economic
development);

e Qualitative, quantitative, or mixed methods studies that yield
findings relevant to the subject matter;

e Investigations reporting sufficient data and information
germane to the research objectives;

e Research that has undergone a peer review process and has been
disseminated as a complete, full length article;

e Articles and research published between 2025 and 2026,
inclusive. Additionally, to ensure robust theoretical grounding,
we included six seminal theoretical and conceptual studies
published between 2022 and 2024 (specifically, Varzaru &
Bocean, 2024; Hordofa, 2024; Yusif et al., 2024; Tzavara &
Vassiliadis, 2024; Hanisch et al., 2023; Savas & Karatas, 2022).
These works provide foundational definitions and conceptual
frameworks that are not time-sensitive but are essential for
establishing the theoretical backbone of this meta-synthesis.
Their inclusion was justified by their high quality scores (>31
on CASP) and their specific relevance to defining core
constructs.

e Studies that have scientifically examined the topic and have
proposed appropriate, context sensitive solutions for
implementing effective governance, resilience, trust, and
responsible Al in digital financial systems.

2.3. Data extraction and thematic synthesis

A standardized data extraction protocol was developed to
systematically capture pertinent information from each included study:
author(s)/year, geographical and institutional context, theoretical
underpinnings, methodological approach, digital finance domain
examined, governance mechanisms and regulatory frameworks, cyber
resilience strategies and tools, trust-building mechanisms and
measurement approaches, Al applications and responsible Al
principles, sustainability outcomes and SDG alignment, and key
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challenges and limitations identified. The extracted data were subjected
to a three-level thematic synthesis embedded within the meta-synthesis
framework:

e Open coding: Identifying and labelling discrete concepts,
factors, and relationships (e.g., "regulatory fragmentation in
cross-border digital finance", "algorithmic opacity in credit
scoring", '"institutional trust deficits", "cyber resilience
capability  maturity”,  "data  sovereignty  tensions",
"explainability requirements for Al-driven risk assessment");

e Axial coding: Grouping codes into broader conceptual
categories through iterative comparison and relationship
mapping (e.g., "institutional governance mechanisms", "cyber
resilience dimensions", "digital trust antecedents and
outcomes", "responsible Al principles and implementation
frameworks", "sustainability enablers and barriers", "socio-
technical interdependencies");

e Selective coding: Synthesizing categories into overarching
explanatory themes, which formed the foundation of the
proposed integrated governance framework addressing the
convergence of digital finance governance, cyber resilience,
digital trust, and responsible Al for sustainable economic
development.

A notable limitation of this study is its restricted temporal scope
(2025-2026). This two-year snapshot, while intentionally focused on
capturing the most recent developments in Al-driven financial
governance, cannot capture long-term evolutionary trends or confirm
co-evolutionary dynamics over extended periods. Future longitudinal
research is required to test the temporal propositions advanced in this
synthesis.

To ensure coding reliability and analytical rigor, two independent
researchers with expertise in digital finance governance, information
systems, and institutional theory coded all selected articles separately.
The unit of analysis was the individual coding segment, defined as a
distinct statement, claim, or finding extracted from each study that was
directly relevant to the research questions. A total of 426 coding
segments were identified across the 30 articles. The coding framework
consisted of five pre-defined thematic categories derived from the
research questions (Governance, Cyber Resilience, Digital Trust,
Responsible Al and Sustainability), supplemented by emergent codes
identified through open coding. Inter-coder agreement was assessed
using Cohen's Kappa statistic via SPSS, yielding a coefficient of 0.921
(P<0.001), indicating "almost perfect agreement" according to Landis
and Koch (1977). Discrepancies were resolved through consensus
discussion and, where necessary, adjudication by a third expert
reviewer.
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Nature of the corpus and management of overlapping evidence of the
30 studies included in this meta-synthesis. 18 are systematic literature
reviews or meta-analyses, while 12 are empirical or conceptual primary
studies. Consequently, this investigation constitutes a meta-synthesis of
reviews supplemented by primary evidence an approach justified when the
goal is to generate higher-order theoretical insights by synthesising
interpretive claims across multiple review-level contributions. To mitigate
the risk of double-counting the same primary evidence, we adopted three
methodological precautions: (a) we did not extract data from primary
studies that were already comprehensively covered in the included
reviews; (b) where multiple reviews cited the same primary study, we
counted that primary study only once and only extracted its findings if they
were independently corroborated across at least two reviews; and (c) we
treated the included reviews primarily as data sources representing the
interpretive conclusions of their authors, rather than as raw repositories of
primary evidence. This approach ensures that our synthesis reflects
thematic convergence across reviews while minimising the risk of
artefactual inflation.

2.4. Trustworthiness and reflexivity

To establish the trustworthiness of the meta-synthesis, the study
employed Lincoln and Guba's (1985) four criteria: -credibility,
transferability, dependability, and confirmability. Credibility was
enhanced through independent dual coding, external review by a third
expert, and triangulation across multiple theoretical perspectives
(Institutional Theory and Socio-Technical Systems Theory).
Dependability and confirmability were ensured by maintaining a
detailed reflexive journal documenting all methodological decisions,
coding rules, interpretive choices, and theoretical refinements
throughout the research process, as well as providing a transparent audit
trail accessible for external scrutiny. Transferability was supported by
providing thick descriptions of the search strategy, inclusion criteria,
database coverage, and contextual characteristics of the selected studies
(including geographical diversity across developed and emerging
economies, institutional settings, regulatory regimes, and technological
maturity levels). All methodological procedures, including the
PRISMA flowchart, detailed search strings, quality assessment scores,
and coding frameworks, are presented in the Results section to
guarantee transparency, reproducibility, and methodological integrity.

3. Results

3.1. Qualitative findings

Within the overarching methodological framework of this
meta-synthesis, secondary data and empirical evidence extracted from
prior scholarly works were systematically integrated to generate novel
theoretical insights and adequately address the predefined research
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questions concerning the governance of digital finance in cyberspace,
with particular emphasis on cyber resilience, digital trust, and
responsible artificial intelligence. This integrative approach enabled the
identification of core categorical constructs and evaluative criteria that
significantly shape the successful deployment of governance
frameworks, resilience mechanisms, trust-building strategies, and
ethical Al principles within digital financial ecosystems. Consequently, it
facilitated the optimisation of regulatory policies, risk management
protocols, cybersecurity infrastructures, and transparency-accountability
mechanisms in digitally mediated financial systems. The meta-synthesis
was rigorously operationalised in accordance with the procedural
guidelines proposed by Sandelowski and Barroso (2007), a
methodological stance that concurrently permitted both a
comprehensive interrogation of the extant literature and the methodical
extraction of central thematic elements across institutional, regulatory,
technological, and developmental domains. The Seven-Step Meta-
Synthesis Model is set forth in Figure 2.

. Analysis,
. . SO%:rCllélng Extracting synthesis,
Formuktng Y5 lectin information and Quality Presenting
r@sea;‘ch rle;wew selec S from integration control findings
questions of texts relevant sources of
sources findings

Figure 2. The seven-step meta-synthesis model (adapted from Sandelowski &
Barroso, 2007)

3.2. Formulation of research questions

During the initial phase of the meta-synthesis process, the research
questions were carefully formulated with the explicit objective of
identifying the underlying factors that shape digital finance governance,
cyber resilience dimensions, digital trust components, and responsible
Al principles, as well as their consequent institutional, regulatory,
technological, and developmental implications for policymakers,
financial institutions, and industry stakeholders. The Research
Questions are presented in Table 1.

4. Systematic literature review

For the purposes of the present investigation, a systematic retrieval of
relevant English language sources was undertaken from reputable
scientific repositories, namely Scopus, Web of Science, IEEE Xplore,
ACM Digital Library, employing targeted keyword search strategies.
The selection process was deliberately oriented toward identifying the
most germane body of literature pertaining to digital finance
governance, cyber resilience frameworks, trust dynamics in financial
systems, responsible and ethical Al principles, and the interlinkages
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between these dimensions and sustainable economic development,
thereby ensuring a comprehensive and methodologically sound
overview of contemporary research within these intersecting domains.

Table 1. Research questions

L8888 ON “¢ 1O “sapns 2ovdsiagd)

Research question / Parameter Specification
Identifying the criteria that influence digital finance governance,
cyber resilience, digital trust, and responsible Al in the What
context of sustainable economic development.
Peer-reviewed scholarly sources addressing digital finance
governance, cyber resilience, digital trust, responsible Al, and Who
sustainable economic development.
Encompassing all works from 2025 to 2026'. When
Thematic review, identification and note-taking, key insights
extraction, conceptual analysis, and synthesis of governance, How

technical, and developmental strategies.

4.1. Search and selection of relevant texts

Following the initial resource retrieval, it became imperative to screen
the identified studies against predefined criteria in order to select only
relevant, high-quality research for subsequent analysis. These criteria
served to delineate the inclusion and exclusion boundaries of studies,
with the overarching aim of selecting the most pertinent and
methodologically robust research contributions aligned with the
research topic. The inclusion and exclusion criteria are articulated as
follows.

Inclusion criteria

e Articles and research outputs published within the specified
field of inquiry (digital finance governance, cyber resilience,
digital trust, responsible AI, and sustainable economic
development);

e Qualitative, quantitative, or mixed-methods studies that yield
findings relevant to the subject matter (governance, regulatory,
technological, trust-related, or developmental dimensions);

e Investigations reporting sufficient data and information
germane to the research objectives (governance frameworks,
resilience strategies, trust-building mechanisms, ethical Al
principles, sustainability indicators);

e Research that has undergone a peer-review process and has been
disseminated as a complete, full-length article.

e Articles and research published between 2025 and 2026,
inclusive;

e Studies that have scientifically examined the topic and have
proposed appropriate, context-sensitive  solutions for

1. The primary database search covered studies published between 2025 and 2026. Six earlier
peer-reviewed studies published between 2022 and 2024 were purposively retained as
foundational theoretical or conceptual sources and are reported separately from the primary
search corpus.
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implementing effective governance, resilience, trust, and
responsible Al in digital financial systems.

Exclusion criteria

e Research that fails to report sufficient information relevant to
the research objectives;

e Studies conducted with identical titles and overlapping
objectives (duplicate or redundant works);

e Research lacking an appropriate methodological framework or
scientific rigour;

e Research published in journals of low scholarly standing or
non-peer-reviewed outlets;

e Conference abstracts, editorials, opinion pieces, and book
chapters.

4.2. Quality assessment protocol

For the qualitative appraisal of article quality, we developed a custom
quality assessment instrument informed by the Critical Appraisal Skills
Programme (CASP) framework. While the original CASP employs
yes/no/can't-tell responses, we adapted it to a semi-quantitative 5-point
Likert scale (1= very poor to 5= excellent) across ten criteria to allow
for fine-grained differentiation among the included studies, yielding a
maximum possible score of 50. This adapted instrument is explicitly
labelled as a CASP-informed custom tool rather than the original CASP
checklist. The cutoff threshold of 31 (out of 50) was chosen
conservatively to ensure that only studies with 'Very Good' (31-40) or
'Excellent’ (41-50) methodological quality were included in the
synthesis. Although studies scoring 21-30 ('Good') may have valuable
insights, the meta-synthesis approach requires a higher evidentiary
baseline to minimize bias and ensure theoretical robustness; hence, the
'Good' category was intentionally excluded to maintain analytical rigor.

This categorical stratification facilitated the selection of the most
appropriate, credible, and methodologically sound sources for the final
analytical phase. Table 2 subsequently presents the outcomes of the
article evaluations based on the CASP methodology, alongside the key
criteria employed for the adjudication and inclusion of approved
articles. The Specifications of the CASP Assessment Questions are set
forth in Table 2.

The screening and selection process followed the PRISMA 2020
reporting framework. After duplicate removal and manual verification,
739 unique records remained for title screening. At the title-screening
stage, 135 records were excluded because they were thematically
irrelevant, leaving 604 records for abstract screening. A further 259
records were excluded at the abstract-screening stage because they did
not address the core domains of digital finance governance, cyber
resilience, digital trust, responsible Al, or sustainable development. The
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remaining 345 records underwent full-text eligibility assessment. Of
these, 297 were excluded because they lacked sufficient
methodological rigour, did not address the substantive governance or
sustainability dimensions of the review, or were conceptually
redundant. The resulting 48 studies were subjected to the predefined
quality-appraisal procedure. At this stage, 18 studies scoring below the
minimum threshold of 31 out of 50 were excluded, leaving 30 studies
for the final meta-synthesis. The complete screening pathway,
including identification, screening, eligibility assessment, quality
appraisal, and final inclusion, is presented in Figure 3.

Table 2. Specifications of CASP assessment questions
No. Question title Question description
R Is the selected article aligned with the objectives of
esearch : o
objectives your intended research (digital finance governance,
cyber resilience, digital trust, and responsible AI)?

Are the internal data and information in the article
up-to-date (reflecting recent developments in digital
financial technologies, cyber threats, and Al
advancements)?

How do you evaluate the research design presented in
the article?

How do you assess the statistical population and
selected samples in this article?

How do you rate the data collection process in this

1

2 Up-to-dateness

3 Research design

4  Sampling method

5 Data collection X
article?
Can the findings and points in this article be
6 Transferability g@neralised or applied to other contexts (e.g.,
ifferent countries, various regulatory regimes,
differing technological maturity levels)?
7 Ethical Have ethical principles such as proper referencing,
considerations data integrity, and transparency been observed?
g Data analysis To what extent is the data analysis in this article
accuracy accurate and rigorous?
. . How clear and well-articulated are the language and
9 @ ClarifyQginding; presentation of the article’s findings?
What is your overall assessment of the value of this
10 Research value article to the field of digital finance governance,

cyber resilience, trust, and responsible AI?

The 739 unique records were assessed sequentially through title
screening, abstract screening, and full-text eligibility assessment.
Records were excluded only when they failed to satisfy the predefined
criteria concerning topical relevance, methodological adequacy,
publication type, or substantive engagement with digital finance
governance, cyber resilience, digital trust, responsible Al, or
sustainable development. Progressively, those investigations that did
not correspond to the predefined research questions particularly those
focusing on non-digital financial governance, physical (rather than
cyber) resilience, trust in non-financial contexts, or Al without an
ethical/ responsible approach were systematically removed.
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Throughout this procedure, each study was assessed on the basis of its
title, abstract, main body, and methodological framework. This iterative
refinement ultimately ensured that only the most relevant articles were
preserved, from which a final corpus of 30 high-quality studies was
extracted. These studies provided the most robust and comprehensive
answers to the research questions concerning digital finance
governance, cyber resilience dimensions, digital trust components,
responsible Al principles, and their linkages with sustainable economic
development. Table 3 provides a comprehensive listing of the Selected
Articles, detailing their titles alongside the corresponding bibliographic
references.

Studies excluded due to
irrelevant titles (N = 135)

1. Total sources identified
(N=739)

Studies excluded due to
inadequate abstracts (N = 259)

(
| Studies excluded due to ‘
| inadequate content (N = 297) \

Studies excluded after final
evaluation (N = 18)

5. Final studies selected
(N=30)

Figure 3. Review and selection process

Table 3. Selected articles

NO. Title & Source Research Country/ Theoretical Quality
: design Region framework score
Securing financial Systematic Data
systems through data Titerature Global sovereignty/ 4 (E)
sovereignty (Patil et review Information
al., 2025) security
Phishing,
vulnerabilities, and . Socio-
Al defense in digital Sl}i]tsgggjlrtéc De(\}/leolt())alig technical 40
microfinance review econorgiesg systems / (VG)
Mathenge et al., cybersecuri
g y
2026)

Digital transformation
in achieving SDGs in  Quantitative/ Emerging bilit
emerging countries Empirical economies C?ﬁa —4 (VG)
(Atieh et al., 2026) eory

The nexus between .
fintech and green Sl}iltsgg?l?rtéc Cross- Green finance/ 37
finance (Khan & review country ESG (VG)
Shahid, 2026)

Technological 35
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NO. Title & Source Rgseflrch Coun.try/ Theoretical Quality
esign Region framework score
Digital platforms and o Platform
5 crime governance %gestgt:tt&é/e/ China governance/ (\3,%)
(Shan, 2026) y criminology
Socio-technical
foundations of ey . . Socio-
6 sustainable finance Blgrlllgﬁm;tsrlc Ing?gg;ia/ Technical 41 (E)
(Neviana et al., y Systems (STS)
2026)
The impact of FinTech Hybrid SDG/
7 on the UN SDGs systematic Global Financial 42 (E)
(Bahoo et al., 2026) review inclusion
Role of emerging Svstematic
8 technologies in l}i/terature Developing  Innovation & 41 (E)
SDGs (Fatima & roview countries Sustainability
Care, 2026)
Sustainable financial United
9 markets in the digital —Quantitative/ Kinedom ESG/ Market 34
era (Clim et al., Empirical (I%K) efficiency (VG)
20206)
Sustainable finance Systematic ;
10 through FinTech literature Global Sug?;ﬁglgle (é(()})
(Paul et al., 2026) review
. . Data
From data jungle to Multi-case Global
11 data governance study (Digital %r?s\gtrl?t?gg:{ 43 (E)
(Volz et al., 2025) (Qualitative)  ecosystems) th
eory
Advancing
sustainability Systematic Financial 38
12 through financial literature Global inclusion/ (VG)
inclusion (Mamun & review Sustainability
Laszl0, 2025)
Toward an evolving
framework for Systematic Responsible
13  Tesponsible Adger Thterature Global Al Banking 44 (E)
credit scoring review ethics s
(Mathen & Paul,
2025)
Social contract theory Systematic .
14 & cybersecurity literature Global Somgiecoorntract (\3](9})
(Kleiner, 2025) review y
Al governance: A Systematic Al
15 systematic review literature Global governance/ 44 (E)
(Batool et al., 2025) review Ethics
16 R;fgc()trilcsézlanreI:al- Slyilts;re;?artéc Global Responsible 42 (E)
world settings (Bach revie%v Al (RAI)
et al., 2025)
Navigating .
17 responsible Al Slystematlc Co- 38
. iterature Global governance/
governance (Ferjani . Al ethi (VG)
et al., 2025) review ethics
Who, what, how of
: ’ Meta- .
RAI governance . RALI lifecycle/
18 (Kuehnert et al., ARHG%?];?/ Global Actor-network 43 (B)

2025)
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. Research Country/ Theoretical Quality
NO.  Title & Source design Region framework score
A survey on digital .
19 trust(Savelieva&  onePUAN Glopg Digital tust/ 4} (k)
Volkova, 2025) P
Al integration in Al
financial services Scientometri
20 o . Global governance/ 43 (E)
(Vukovi¢ et al., c review Reoulati
2025) egulation
Aligning regulation & United Cyber
21 governance for cyber  Conceptual/ Kingdom resilience/ 45 (E)
resilience (Cojocaru,  Framework UK Reoulati
2025) (UK) egulation
Trust in human—Al Bibliometric
2 collaboration in _svstematic Global Trust/ Al 42 (E)
finance (Mirabile et ystel governance
al., 2026) review
Digital transformation - Ethiopia . 1
23 & financial stability Empl‘rlcgl/ (Emerging I;I.Ill? nfllil. K SZ}
(Hordofa, 2024) Quantitative market) stability/ Ris (VG)
Internet governance & Systematic Internet 39
24 cyber-security (Yusif literature Global N ernance (VG)
et al., 2024) review g
Evolution of cyber Historical/ Cvber 40
25 resilience (Tzavara Conceptual Global resi}llience (VG)
& Vassiliadis, 2024) review
Trust and security as Trust and
determinants of Systematic security/ 3V
26 fintech adoption in literature Global Fintec%/l VG
banking (Jafti et al., review dopii (VG)
2023) adoption
ML-driven Review/
cybersecurity in Cybersecurity/  38(VG
27 digital banks (Asmar Cont;er:rnce Global Digital banks )
& Tugan, 2024) pap
Digital governance: Digital
Conceptual Conceptual/ governance/
28 framework (Hanisch Theoretical Global Business 42 (E)
etal., 2023) research
Cyber governance Systematic .
29 studies (Savas & literature Global Cygj;iszggéy (\312)
Karatas, 2022) review &
Trust in digital Digital
30 sovereignty (Misra et C(Egsgv%al/ Global sovereignty/ (\372})
al., 2025) Privacy

Table 4. Three-level thematic analysis of findings

Second-level
constructive theme

First-level
constructive theme

Initial theme (Open codes)

Governance of
digital finance in
cyberspace

Institutional and
regulatory frameworks

Regulatory fragmentation across national
jurisdictions and its impact on cross-
border digital financial services;
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Second-level
constructive theme

First-level
constructive theme

Initial theme (Open codes)

Data sovereignty and localization
requirements (e.g., GDPR, China's
Cybersecurity Law, India's data
protection framework);

Corporate governance adaptation to digital
finance: board-level digital oversight,
risk committees, and Al governance
responsibilities;

Policy harmonization efforts for
sustainable finance (EU Taxonomy,
green bond standards, ESG disclosure
regimes);

Role of regulatory sandboxes in fostering
innovation while maintaining oversight;

Supervisory technology (SupTech) for
real-time compliance monitoring;

Data sovereignty as a critical determinant
of cross-border financial data
governance, with regulatory
fragmentation undermining international
coordination.
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Platform-based
governance

Digital bureaucracy and state-platform
integration in financial services;

Governance via mega-platforms (e.g.,
Alipay, WeChat Pay, M-Pesa) as quasi-
regulatory entities;

Decentralized governance models in DeFi
(automated market makers, DAOs, smart
contract governance);

Multi-stakeholder governance mechanisms
(public-private partnerships, industry
self-regulation);

Platform accountability for financial
crimes (AML/CFT obligations, KYC
requirements);

Algorithmic governance and the shift from
human discretion to automated rule
enforcement.

Cyberspace
sovereignty and
jurisdictional tensions

Competing state visions for cyberspace
governance (US multi-stakeholder vs.
China's cyber-sovereignty model);

Extra-territorial application of financial
regulations (e.g., US sanctions, EU's
GDPR reach);

Internet governance challenges and the
struggle for power among governing
bodies;

The role of international organizations
(IMF, BIS, FATF) in coordinating cross-
border financial governance;

Multipolar monetary systems and the rise
of digital currencies challenging US
dollar hegemony;
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First-level
constructive theme

Second-level
constructive theme

Initial theme (Open codes)

Cyber diplomacy and statecraft as tools for
shaping global financial architecture.

Cyberspace Studies, Vol ?, No ?, 2???

Systemic cyber risk
management

Cyber resilience as adaptive capacity:
ability to anticipate, withstand, recover,
and adapt from cyber incidents;

Systemic cyber risk assessment: modelling
contagion effects across interconnected
financial infrastructures;

Cyber risk quantification frameworks (e.g.,
FAIR model, cyber value-at-risk);

Zero-trust security models: continuous
verification, least-privilege access,
micro-segmentation;

Al-driven cyber threat detection and
response (machine learning for anomaly
detection, predictive analytics);

Cyber resilience maturity models and
capability assessment frameworks;

Al-driven defense mechanisms (e.g.,
GRU-based mitigation) for addressing
phishing and systemic vulnerabilities in
digital microfinance institutions.

Cyber resilience in
digital financial

systems Organizational and

operational resilience

Operational resilience mandates in
financial regulation (UK PRA/FCA
requirements, EU DORA);

Senior Managers and Certification Regime
(SM&CR): individual accountability for
cyber risk oversight;

Red-team testing, cyber-war games, and
scenario-based resilience exercises;

Business continuity planning and disaster
recovery for digital financial services;

Third-party risk management (cloud
service providers, fintech partners,
outsourcing);

Institutional learning from cyber incidents
and adaptive feedback mechanisms.

Regulatory-governance
alignment for resilience

Hybrid supervisory models: combining
risk-based, principles-based, and rules-
based supervision;

Regulatory expectations for board-level
cyber governance and executive
accountability;

Conductor-oriented oversight vs. box-
ticking compliance approaches;

Adaptive capacity through feedback loops
between regulation, governance, and risk
engagement;

Cyber resilience as a continuous process,
not a static state;

Integration of cyber resilience with
broader organisational resilience
frameworks;
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First-level
constructive theme

Second-level
constructive theme

Initial theme (Open codes)

Antecedents and
dimensions of digital
trust

Structural assurance: technical safeguards,
certification, and legal protections;

Competence: perceived capability of
technology providers and financial
institutions;

Benevolence: perception that institutions
act in users' best interests;

Integrity: honesty, transparency, and
adherence to ethical standards;

Openness: willingness to share information
and be transparent about data use;

Familiarity and prior positive experience
with digital platforms;

Privacy and data protection as
foundational trust enablers.
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Digital trust in Al-
enabled financial

Trust in Al-enabled
ecosystems

financial systems

Algorithmic transparency and
explainability (XAl) as trust-building
mechanisms;

Trust calibration: aligning user trust with
actual system performance and
reliability;

Human-Al interaction: anthropomorphism,
user interface design, and trust
signalling;

Trust in automated decision-making (credit
scoring, fraud detection, robo-advising);

The "black-box" problem and its
implications for user trust and regulatory
oversight;

Trust dynamics across demographic groups
(age, digital literacy, cultural
differences);

The role of third-party auditing and
certification in building trust in Al
systems;

Algorithmic transparency, user interface
design, and institutional accountability
as joint determinants of trust in human-
Al collaboration, with notable
demographic variations.

Trust in digital
financial ecosystems

Digital trust as confidence in people,
processes, and technology;

Trust in sharing economy platforms (peer-
to-peer lending, crowdfunding, gig
economy);

Trust in digital identity systems (self-
sovereign identity, biometric
verification);

Cross-border trust: differences in trust
cultures and regulatory regimes;

Impact of data breaches and cyber
incidents on user trust;

Trust repair mechanisms: post-incident
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constructive theme

First-level
constructive theme

Second-level

Initial theme (Open codes)

transparency, compensation, and
communication;

Digital trust as a key enabler of fintech
adoption and financial inclusion.

Ethical and responsible
Al principles

Fairness and bias mitigation: addressing
algorithmic discrimination in credit,
lending, and insurance;

Accountability: clear attribution of
responsibility for Al outcomes (human-
in-the-loop, human-on-the-loop);

Transparency and explainability: making
Al decisions understandable to users and
regulators;

Privacy and data governance: compliance
with data protection regulations;

Al literacy and capacity building among
financial professionals;

Human dignity and well-being as central
considerations in Al design;

Value creation: aligning Al with societal
and stakeholder values.

Responsible
Artificial

Intelligence (RAI)

in finance Al governance
mechanisms and

practices

Team-level governance: Al ethics
committees, review boards, and
responsible Al champions;

Organization-level governance: Al
policies, risk registers, and compliance
procedures;

Industry-level governance: sector-wide
codes of conduct, shared standards, and
best practices;

National-level governance: Al regulations
(EU AI Act, China's Al governance
framework, US executive orders);

International-level governance: global
coordination through OECD, UNESCO,
and G7/G20;

Regulatory sandboxes for Al testing in
financial services;

Tools and frameworks for responsible Al
implementation (auditing tools, impact
assessments).

Gaps and challenges in
RAI implementation

Gap between high-level principles and
operational practices in real-world
settings;

Ad hoc implementation and lack of
standardized RAI practices in 80% of
deployed Al systems;

Lack of stakeholder involvement:
underrepresentation of end-users and
impacted communities;

Tool validation gaps: scarcity of
empirically validated responsible Al
tools;
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Second-level First-level

constructive theme constructive theme Initial theme (Open codes)

Neglect of non-technical roles
(organisational leaders, deployers, end-
users) in governance design;

Lifecycle imbalances: focus on data-
centric stages, neglect of value
proposition and deployment phases;

Co-governance scenarios: envisioning Al
as a co-governing partner by 2035;

Persistent principle-practice gap in
responsible Al for credit scoring,
particularly in bias mitigation,
explainability, and operational
deployment.

FinTech for SDG achievement: mechanism
of financial inclusion and access to
capital;

Digital financial inclusion index and its
components (access, usage, quality);

Impact of mobile banking, digital
payments, and agent banking on
underserved populations;

Financial inclusion and  Inclusivity challenges: digital divide,
digital innovation gender gaps, rural-urban disparities;

Indigenous communities, SMEs, and non-
Western perspectives in financial
inclusion;

Crowdfunding and peer-to-peer lending for
entrepreneurship and community
development;

Financial literacy and digital skills as
enablers of inclusive finance.
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Sustainable - -
economic Green finance instruments: green bonds,
development green Sukuk, ESG-linked loans, carbon
through digital Clc_:redlts;' i on into fi ol
fiffhce 1mate risk mtegration mnto financia

decision-making (stress testing, scenario
analysis);
FinTech solutions for green investment (Al
for ESG analytics, blockchain for carbon
Green finance and tracking);
climate resilience Renewable energy financing and low-
carbon technology deployment;
Balancing financial inclusion with
environmental sustainability;
Green digital infrastructure and sustainable
digital transformation;
Carbon neutrality goals and financial
sector contributions (Net Zero Banking

Alliance).
Socio-technical Socio-technical systems theory:
systems and inseparability of technology, actors, and
institutional co- institutions in digital finance;

evolution Institutional resilience in digital financial
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First-level
constructive theme

Second-level

constructive theme Initial theme (Open codes)

systems: adaptive capacity of regulatory
frameworks;

Co-evolution of technology, governance,
and sustainability outcomes;

Digital transformation as a continuous
process of socio-technical transition;

Tensions between innovation, stability, and
sustainability in financial systems;

Responsible digital finance: aligning
innovation with long-term development
goals;

Cross-sectoral coordination and multi-
stakeholder collaboration for sustainable
finance.

Cyberspace Studies, Vol ?, No ?, 2???

(Source: Research findings)

Table 5 presents the frequency distribution of the most recurrent
keywords identified across the 30 included studies. The thematic cluster
labels are derived from the researchers' interpretive synthesis of
keyword patterns during the axial and selective coding phases of the
meta-synthesis. This qualitative clustering is intended to provide a
high-level thematic overview of the field's major foci, rather than a
formal quantitative network analysis. Accordingly, no network
visualization software (e.g., VOSviewer or Gephi) was employed, as
the primary methodology of this study is a qualitative meta-synthesis,
not a bibliometric or scientometric review.

Table 5. Keyword frequency distribution and thematic clustering

Rank Keyword Frequency Co-occurrence cluster
1 Digital finance / FinTech 18 Governance & Innovation
2 Cyber resilience 14 Security & Risk
3 Attificial Intelligence (AI) 13 Technology & Ethics
4 Digital trust 11 Trust & User Acceptance
5 Sustainable development/ SDGs 10 Sustainability & Policy
6 Governance 9 Institutional & Regulatory
7 Cybersecurity 8 Security & Risk
8 Financial inclusion 8 Sustainability & Access
9 Responsible Al/ Ethical Al 7 Ethics & Governance
10 Digital transformation 7 Innovation & Change
11 Green finance 6 Sustainability & Investment
12 Data governance 5 Institutional & Regulatory
13 Blockchain 5 Technology & Trust
14 Socio-technical systems 4 Theory & Integration
15 Privacy 4 Trust & Security
16 Risk management 4 Security & Governance
17 Regulatory compliance 3 Governance & Policy
18 Explainability (XAI) 3 Responsible Al
19 Stakeholder involvement 3 Governance & Ethics

20  ESG (Environmental, 3 Sustainability & Finance

Social, Governance)

(Source: Research findings)
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4.3. Towards a testable theoretical framework: Proposed propositions
While our integrated framework identifies the core components of
digital finance governance and their interdependencies, the synthesis
also permits the induction of specific, testable propositions that can
guide future empirical research. These propositions are not tested by
our data but are derived logically from the patterns observed across the
30 reviewed studies. We propose the following:

Proposition 1 (Governance-Resilience Nexus). The effectiveness of
cyber resilience strategies in digital financial systems is positively
moderated by the degree of regulatory harmonisation and cross-border
institutional coordination. In other words, fragmented governance (e.g.,
conflicting data localisation laws, divergent supervisory frameworks)
reduces the marginal utility of technical resilience investments. This
proposition follows from the persistent finding that cyber resilience
failures often stem from regulatory misalignment rather than
technological inadequacy alone.

Proposition 2 (Trust-AI Alignment). User trust in Al-enabled
financial services is jointly determined by algorithmic explainability
(transparency) and institutional accountability (e.g., third-party
auditing, regulatory oversight), and these two factors exhibit a
multiplicative (interactive) rather than additive effect on trust
formation. That 1is, explainability without accountability, or
accountability without explainability, yields diminishing returns in
trust-building- a hypothesis that emerges from the synthesis of digital
trust and responsible Al literatures.

Proposition 3 (Sustainability Tension Hypothesis). The relationship
between digital financial inclusion and environmental sustainability
follows an inverted U-shaped (curvilinear) trajectory: inclusion initially
increases carbon emissions due to expanded economic activity and
digital infrastructure, but beyond a critical threshold, the greening
effects of digital finance (e.g., green bonds, ESG analytics, paperless
transactions) offset these initial increases, with the inflection point
moderated by the availability of green digital infrastructure. This
proposition directly addresses the paradoxical finding in our synthesis
(e.g., Kumari et al., 2025) that FinTech inclusion is associated with
emissions increases, while other studies show FinTech enabling green
finance.

We offer these propositions as a roadmap for future research to move
beyond descriptive identification of components toward causal and
moderating explanations of how digital finance governance shapes
sustainable development outcomes.

5. Discussion

A central finding across the reviewed studies is that governance remains
the most contested and challenging dimension. Traditional institutional
assumptions of territoriality and centralised authority are increasingly
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inadequate for regulating digital financial systems that operate across
borderless networks (Teng et al., 2026; Shan, 2026; Yusif et al., 2024).
The emergence of platform-based governance evident in both
state-platform integration (Shan, 2026) and decentralised finance
models reflects a fundamental shift from hierarchical to network-based
governance arrangements. However, the literature reveals persistent
tensions between multi-stakeholder aspirations and power-driven
state-centric approaches (Yusif et al., 2024; Savas & Karatas, 2022),
suggesting that governance solutions must be regionally contextualised
while maintaining international coordination. This institutional
fragmentation creates regulatory uncertainty that directly undermines
both cyber resilience and digital trust. This regulatory uncertainty is
further compounded by data sovereignty conflicts; as (Patil et al., 2025)
demonstrate, divergent national data governance frameworks
undermine the effectiveness of cross-border financial oversight and
create operational complexity for multinational fintech institutions.

Cyber resilience has evolved from a technical concern to a strategic
systemic imperative. The synthesis confirms that resilience extends
beyond cybersecurity to encompass adaptive capacity the ability to
anticipate, withstand, recover from, and adapt to cyber incidents
(Tzavara & Vassiliadis, 2024; Cojocaru, 2025). Cojocaru’s integrative
framework connecting regulatory strategy, governance execution, risk
engagement, and adaptive feedback provides a valuable model for
understanding how institutions build resilience capacity.

However, the literature also reveals a significant divergence: while
some studies assume digitalisation automatically enhances stability
(Hordofa, 2024), empirical evidence from Ethiopia demonstrates that
rapid digital transformation can undermine financial stability when
regulatory frameworks and risk management practices lag behind
technological change. This paradox underscores that resilience is not an
inherent property of digital systems but an emergent outcome of
institutional capacity. Extending this institutional perspective
(Mathenge et al., 2026), highlight that digital microfinance institutions
in developing economies face acute cyber vulnerabilities particularly
phishing attacks and argue that Al-driven mitigation strategies, while
technologically promising, require simultaneous investment in
institutional capacity-building and user awareness to achieve
meaningful resilience. Complementing this view (Asmar & Tuqan,
2024), identify that digital banks are particularly vulnerable to a
spectrum of sophisticated cyber threats, including insider threats, DDoS
assaults, ransomware, phishing, and social engineering, and argue that
integrating machine learning algorithms such as SVM, RNN, HMM,
and LOF into cybersecurity frameworks is essential for proactive threat
detection and prevention.

Furthermore, their proposed model incorporates ethical
considerations and leverages a SWOT analysis to balance the strengths
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and weaknesses of ML adoption, aiming to fortify system resilience and
preserve customer trust within the digital banking ecosystem.

Digital trust emerges as a multidimensional construct that extends
traditional trust theories to digital environments. Complementing this
view (Jafri et al., 2023), conduct a systematic literature review that
synthesizes previous Fintech literature on behavioral intentions in
banking, highlighting that trust and security are among the most well-
utilized predictors of Fintech adoption, alongside performance
expectancy, perceived usefulness, and attitude. Furthermore, their
analysis, grounded in the ROSES framework and employing thematic
and weight analysis, identifies five primary themes and 24 sub-themes,
while also leveraging the TCCM framework to pinpoint research gaps
and offer future research directions, ultimately providing valuable
insights for Fintech companies and regulatory authorities on the
preferred attributes of Fintech services that can enhance adoption within
the banking sector (Saveljeva & Volkova, 2025), identification of
“openness” as an additional factor complementing ability, benevolence,
and integrity significantly advances the conceptualisation of trust in
digital finance. Across the literature, trust is consistently framed as
confidence in people, processes, and technology, with data protection
and privacy serving as foundational enablers (Mirabile et al., 2026;
Hidayat-ur-Rehman et al., 2026). This evidence positions digital
competence as an indispensable pillar of institutional trust, aligning
with the 'competence' dimension of digital trust and highlighting the
necessity for financial professionals to possess both domain-specific
and technological capabilities. However, the synthesis reveals that
digital trust is not uniformly achieved; demographic differences (age,
gender, digital literacy) and contextual factors (regulatory regimes,
cultural attitudes) create significant heterogeneity in trust formation.
This suggests that trust building strategies must be tailored to specific
user populations and institutional contexts. Supporting this contextual
view (Mirabile et al., 2026), empirically demonstrate that algorithmic
transparency and institutional accountability interact multiplicatively in
shaping trust, and that trust formation varies significantly across age
groups, digital literacy levels, and cultural settings reinforcing the need
for differentiated trust-building approaches in Al-enabled financial
services.

The responsible Al literature, while rapidly expanding, reveals a
critical gap between principles and practice. Despite extensive
frameworks and guidelines, Bach et al. (2025) found that almost 80%
of Al-enabled systems in high-risk real-world settings (which include,
but are not limited to, finance) lack systematic responsible Al practices,
highlighting the generalisability of this implementation gap to the
financial sector. Batool et al. (2025) and Kuehnert et al. (2025)
demonstrate that most available tools focus on technical, data-centric
stages, neglecting organisational leaders, end-users, and impacted
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communities a significant governance gap. This imbalance reflects a
broader tendency toward technological solutionism rather than
comprehensive institutional governance. The socio-technical nature of
Al governance requires multi-level approaches spanning team,
organisation, industry, national, and international levels, yet
implementation remains fragmented and ad hoc. This finding aligns
with Shahghasemi (2026) critical observation that generative Al
systems concentrate epistemic power in the hands of a few technology
corporations, necessitating transparent and democratic governance
mechanisms to ensure accountability and public trust. This principle-
practice gap is particularly pronounced in credit scoring, where Mathen
and Paul (2025) find that responsible Al frameworks remain largely
aspirational; few institutions have operationalised bias detection,
explainability requirements, or stakeholder involvement in their
algorithmic decision-making pipelines, reflecting a systemic failure to
translate ethical principles into enforceable practices.

Sustainable economic development through digital finance presents
both opportunities and tensions. There is strong consensus that FinTech
enhances financial inclusion, transparency, and access to capital (Bahoo
etal., 2026; Paul et al., 2026), contributing to multiple SDGs. However,
the FinTech-green finance nexus is not uniformly positive. Kumari et
al. (2025) found that digital financial inclusion in Asian economies is
paradoxically associated with increased CO: emissions, highlighting
the need for green digital infrastructure and sustainability-oriented
governance. This - tension  between financial inclusion and
environmental sustainability requires integrated strategies that balance
access, innovation, and ecological impact.

The findings of this meta-synthesis carry direct implications for the
achievement of specific Sustainable Development Goals (SDGs). First,
the emphasis on financial inclusion and access to capital through
FinTech directly supports SDG 8 (Decent Work and Economic
Growth), as digital finance enables entrepreneurship, job creation, and
economic participation among underserved populations (Bahoo et al.,
2026; Paul et al., 2026; Meniago, 2025). Second, the focus on cyber
resilience and Al-driven infrastructure aligns with SDG 9 (Industry,
Innovation, and Infrastructure), as resilient digital financial systems are
foundational to sustainable industrial development and technological
innovation (Cojocaru, 2025; Tzavara & Vassiliadis, 2024; Fatima &
Car¢, 2026). Third, the study's central concern with governance,
institutional trust, transparency, and accountability directly addresses
SDG 16 (Peace, Justice, and Strong Institutions), as effective
governance frameworks are essential for reducing corruption, ensuring
regulatory compliance, and building public trust in digital financial
ecosystems (Yusif et al., 2024; Savas & Karatag, 2022; Batool et al.,
2025; Kuehnert et al., 2025). Finally, the recurring emphasis on
multi-stakeholder coordination, cross-sectoral collaboration, and
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regulatory harmonization resonates with SDG 17 (Partnerships for the
Goals), as no single actor or nation can govern digital finance in
isolation (Bahoo et al., 2026; Mamun & Laszlo, 2025). These
connections underscore that the integrated governance framework
proposed in this study is not merely a theoretical exercise but a practical
roadmap for advancing sustainable development in the digital age.

DECENT WORK AND
ECONOMIC GROWTH

PARTNERSHIPS ¥ i 1 PEACE, JIJS'IIGE
H)R THEGOALS AND STRONG
INSI"UTIGNS

@ | ¥

Figure 4. Selected sustainable development goals: Goals 8, 9, 16, and 17 (United
Nations, 2025)

A critical epistemological qualification is necessary regarding the
concept of co-evolution. While our meta-synthesis robustly
demonstrates that governance, resilience, trust, and responsible Al are
mutually implicated meaning that tensions or advancements in one
domain consistently correspond with adaptations in others our data do
not permit us to observe these dynamics over time. Co-evolution,
properly understood, is a temporal proposition: it asserts that domains
change in response to one another across extended periods. The cross-
sectional nature of our evidence base (studies published primarily in
2025-2026) cannot establish such temporal causality. Therefore, the co-
evolutionary logic we articulate is advanced here as a theoretical
proposition and a generative lens for future research, rather than an
empirical finding. This framing aligns with the call for longitudinal
studies that can trace how governance reforms, cyber incidents, trust
shifts, and Al deployments interact over time to shape financial
systems.

Points of alignment and divergence across the literature are
instructive. Strong agreement exists on the socio-technical nature of
digital finance systems, the centrality of governance as the core
challenge, and the necessity of multi-level responsible Al governance.
However, significant divergence remains on the relationship between
digitalisation and stability, the appropriate governance model
(multi-stakeholder vs. state-centric), and the conceptualisation of
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digital trust. These differences reflect genuine contextual variations
geographical, institutional, and technological suggesting that universal
governance prescriptions are unlikely to succeed.

Theoretical contributions of this study are threefold. First, it extends
institutional theory to cyberspace governance, demonstrating how
institutional logics interact in shaping governance outcomes and how
institutional voids create space for new governance forms. Second, it
advances socio-technical systems theory by demonstrating how
governance, resilience, trust, and Al are deeply interdependent and
mutually constitutive elements, suggesting a co-evolutionary logic that
warrants longitudinal empirical testing. Third, it provides an integrated
conceptual framework that addresses the fragmentation characterising
existing research, offering a holistic lens for analysing digital finance
as a complex adaptive system.

Practically, the findings carry clear implications for policymakers,
financial institutions, and technology developers. Regulatory
harmonisation, experimental —governance through regulatory
sandboxes, and board-level accountability for cyber resilience are
essential. Institutions must adopt integrated governance frameworks
that simultaneously address all five dimensions, moving beyond siloed
approaches. Technology developers should prioritise explainability,
stakeholder involvement, and validated responsible Al tools across all
lifecycle stages.

Future research should focus on cross-contextual comparative
studies, empirical investigations of responsible Al implementation,
longitudinal and historical analyses that empirically test the proposed
co-evolutionary dynamics between governance, resilience, trust, and
responsible Al, moving beyond cross-sectional identification of mutual
implication toward causal-temporal explanation.

In conclusion, the meta-synthesis confirms that digital finance
governance in cyberspace cannot be reduced to technical or regulatory
fixes alone. It requires an integrated, adaptive, and context-sensitive
approach that recognises the co-evolution of governance, resilience,
trust, responsible Al, and sustainability. The framework developed here
provides a foundation for navigating this complexity, but its
operationalisation demands sustained collaboration across disciplines,
sectors, and national boundaries a challenge that defines the next
frontier in digital finance research and practice.

6. Conclusion

This meta-synthesis develops an integrated governance framework for
digital finance in cyberspace by conceptualising governance, cyber
resilience, digital trust, responsible Al, and sustainable economic
development as interconnected dimensions of a complex socio-
technical system. The synthesis indicates that effective governance
cannot be achieved through isolated regulatory interventions or
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technical safeguards. Rather, it requires adaptive institutional
arrangements capable of coordinating public authorities, financial
institutions, technology providers, and affected stakeholders across
increasingly borderless digital networks.

The findings further show that cyber resilience is an organisational
and institutional capability rather than a purely technical property. Its
development depends on regulatory alignment, board-level
accountability, risk engagement, continuous learning, and the capacity
to anticipate, withstand, recover from, and adapt to cyber incidents.
Digital trust similarly extends beyond system functionality. It is
constructed through the interaction of technical competence,
institutional integrity, structural assurance, transparency, privacy
protection, and meaningful user participation.

The analysis also identifies a persistent gap between responsible Al
principles and their implementation in financial practice. Addressing
this gap requires governance mechanisms that operate across the entire
Al lifecycle and assign clear responsibilities to developers, deployers,
managers, regulators, and affected wusers. Explainability, bias
mitigation, stakeholder involvement, and independent oversight should
therefore be embedded in organisational processes rather than treated
as optional technical additions.

Theoretically, the framework extends institutional theory and socio-
technical systems theory to the governance of digital finance in
cyberspace. It proposes that governance, resilience, trust, responsible
Al, and sustainability are mutually implicated dimensions whose
relationships should be examined through future longitudinal and
comparative research. The proposed co-evolutionary interpretation is
offered as a theoretical proposition rather than as an empirically
established temporal relationship.

Practically, the findings call for context-sensitive regulatory
coordination, integrated cyber-resilience strategies, board-level
responsibility for digital and Al-related risks, and stronger mechanisms
for stakeholder participation and accountability. Digital finance can
contribute to sustainable economic development only when innovation
is accompanied by institutional capacity, trustworthy infrastructures,
responsible Al practices, and explicit attention to social and
environmental consequences.
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